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1. Introduction

1

1.1

1.2

1.3

Introduction

Background

The National E-Health Transition Authority (NEHTA) has recommended

Web services as the mechanism for communication between organisations in
Australia’s e-health environment. Web services use the Extensible Markup
Language (XML) as the format for representing data.

Purpose

This document defines a set of mechanisms for securing XML formatted data
and representing that secured data in XML. These mechanisms are based on
XML Signature [XSSP2002] and XML Encryption [ XESP2002]. These
mechanisms are grouped into profiles.

A profile specifies a set of criteria that must be met. These criteria identify the
standards to use and how they are to be applied.

Profiles provide a clear definition of what must be done. Profiles are necessary
because often there are many alternative standards that can be used and
those standards can be interpreted and used in different ways. Profiles have
been defined to enable different implementations to be integrated together to
exchange information. These profiles have been developed by taking into
account the standards and practical implementations of those standards.

The primary purpose of these profiles is to provide mechanisms for securing
payloads used inside Web services SOAP messages. This is necessary when
sending SOAP messages through intermediaries and when only the ultimate
recipient can read the contents of the SOAP message. In the context of Web
services, security only protects the message between endpoints so additional
payload security may be required.

Scope

1.3.1 Content

The profiles define ways to implement the payload security patterns defined in
the Concepts and Patterns for Implementing Services [CP1S2008]. Those
patterns identify different approaches for satisfying different security
requirements on message payloads. Those security requirements involve
different levels of confidentiality, integrity and authentication.

The profiles in this document are designed for data represented as XML.

These profiles can also be used independently of SOAP and Web services. For
example, for securing XML data that is stored in databases. However, for
convenience the data will be referred to as the “payload”.

1.3.2 Related Publications

A familiarity with the Concepts and Patterns for Implementing Services
[CP1S2008] is useful for understanding the motivation behind the profiles in
this document.

Examples of how these profiles can be implemented in Java and .NET can be
found in Example Technical Implementation of the XML Secured Payload
Profile, [ETIJAVA2008], and ETINET2008].
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1.3.3

Audience

This document is intended for:

Specification authors who create service interface specifications or
software specifications. They will use this document by referencing these
profiles in their specifications.

Software developers who create implementations of those specifications.
They will use this document by implementing the profiles in their
software. The profiles chosen will depend on the specification being
implemented. Note developers will usually use existing toolkits or
libraries for performing XML Encryption and XML Signature operations.
They will not normally implement them from scratch.

Testers who check an implementation for conformance to specifications.
They will use this document as a set of conformance criteria.

The reader is expected to have detailed knowledge of XML, XML Encryption,
XML Signature and Public Key Infrastructure (PKI).

1.4 Document map
/ Specifications \ / Supporting material \
Connectivity Concepts and Connectivity Connectivity
Architecture Patterns Introductory Implementation
Guide Guide
Web Services Example Implementation
Profile Web Services
JAXWS/WCF/WSE
This
doc- XSD
ument files
XML Secured XML Secured Examole Imolementation
Payload Profile Payload Profile p p
(Document) XML Schema files XML Secured Payload
Java/.NET
Qualified
Identifiers
Figure 1: Document map
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1. Introduction

1.5

1.6

Normative references

The following referenced documents are indispensable for the application of
this document. For dated references, only the edition cited applies.

For undated references, the latest edition of the referenced document
(including any amendments) applies.

[EXC2002] W3C, Exclusive XML Canonicalization, Version 1.0,
W3C Recommendation, 18 July 2002,
http://www.w3.0rg/TR/2002/REC-xml-exc-c14n-20020718/

[FIPS197] FIPS, Advanced Encryption Standard (AES), Federal
Information Processing Standards Publication 197,
26 November 2001.

[PKCS1-1993] RSA, PKCS #1: RSA Encryption Standard, Version 1.5,
RSA Laboratories Technical Note, 1 November 1993.

[RFC2119] IETF, RFC 2119: Keywords for use in RFCs to Indicate
Requirement Levels, S. Bradner, March 1997,
http://ietf.org/rfc/rfc2119.txt

[XESP2002] W3C, XML Encryption Syntax and Processing,
W3C Recommendation, 10 December 2002,
http://www.w3.0rg/TR/2002/REC-xmlenc-core-20021210/

[XEXSD2002] W3C, XML Encryption Syntax and Processing, W3C
Recommendation XML Schema, 10 December 2002,
http://www.w3.0rg/TR/2002/REC-xmlenc-core-
20021210/xenc-schema.xsd

[XSSP2002] W3C, XML Signature Syntax and Processing,
W3C Recommendation, 12 February 2002
http://www.w3.0rg/TR/2002/REC-xmldsign-core-20020212/

[XSXSD2002] W3C, XML Signature Syntax and Processing, W3C
Recommendation XML Schema, 12 February 2002
http://www.w3.0rg/TR/2002/REC-xmldsig-core-
20020212/xmldsig-core-schema.xsd

Non-normative references can be found in Appendix A: “Informative
references”.

Definitions

1.6.1 Acronyms

AES Advanced Encryption Standard
IETF Internet Engineering Task Force
PKI Public Key Infrastructure

RFC Request For Comments

SHA Secure Hash Algorithm

SKI Subject Key Identifier

XML Extensible Markup Language

1.6.2 Namespaces

The prefix “ep” is used to refer to the Encrypted Payload namespace,
“http://ns.nehta.gov.au/CoreConnectivity/Xsd/EncryptedPayload/1.2”.

The prefix “sp” is used to refer to the Signed Payload namespace,
“http://ns.nehta.gov.au/CoreConnectivity/Xsd/SignedPayload/1.2".
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The prefix “ds” is used to refer to the XML Signature namespace,
“http://www.w3.0rg/2000/09/xmlidsig#”.

The prefix “xXenc” is used to refer to the XML Encryption namespace,
“http://www.w3.0rg/2001/04/xmlenc#”.

1.7 Conformance
To conform to a particular profile, an artefact MusT satisfy every criterion in
that profile.

The keywords MUST, MUST NOT, SHOULD, SHOULD NOT, and MAY in this
document are to be interpreted as described in IETF's RFC 2119 [RFC2119].

1.8 Overview

Chapter 2 “Profiles” defines the profiles. These profiles make use of the
containers defined in Chapter 3.

Chapter 3 “Containers” specifies XML Schema datatype definitions for the
representations of the secured payloads. Criteria for these containers make
references to the criteria in Chapters 4 and 5.

Chapter 4 “XML Signature” specifies the criteria for using the XML Signature
standard.

Chapter 5 “XML Encryption” specifies the criteria for using the XML Encryption
standard.
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2. Profiles

2.1

2.2

2.3

2.4

Profiles

A profile specifies a set of criteria that must be met. These criteria identify
standards to use and how they are to be applied.

This document defines four profiles. Two of the profiles specify constraints on
the XML Signature and XML Encryption specifications. The other two profiles
correspond to the payload security patterns defined in the Concepts and
Patterns for Implementing Services 2.0 [CPIS2008]. These profiles are
designed to implement those patterns for XML formatted data.

Note that the Concepts and Patterns for Implementing Services 2.0 also
defines the patterns “None” and “Signed Before Encrypted”. The “None”
pattern indicates that no additional security over the Web services point-to-
point security mechanisms defined in Web Services Profile [WSP2008] is
required. The “Signed Before Encrypted” pattern indicates the payload must
be signed and then encrypted. This pattern can be realised by combining the
“Signed profile” and “Encrypted profile”.

Signhed profile

The signed profile specifies constraints over the XML Signature specification.

Conformance to this profile requires conformance to all the criteria specified in
chapter 4, XML Signature.

Encrypted profile

The encrypted profile specifies constraints over the XML Encryption
specification.

Conformance to this profile requires conformance to all the criteria specified in
chapter 5, XML Encryption.

Signed container profile

The Signed container profile represents payload that is signed.

This profile can be used when authentication of the data creator and/or
message integrity are required. In the context of services, this ensures that
the ultimate recipient can verify the identity of the entity that created the
payload and the data has not been modified in transit.

Conformance to this profile requires conformance to the criteria of:
e Signed Payload (section 3.1.1)

The signed container profile makes use of the signed profile (section 2.1).

Encrypted container profile

The Encrypted container profile represents payload that is encrypted.

This profile can be used when confidentiality is required. In the context of
services, this ensures that only the ultimate recipient can read the payload.

Conformance to this profile requires conformance to the criteria of:
e Encrypted Payload (section 3.1.2)

The encrypted container profile makes use of the encrypted profile
(section 2.2).
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3 Containers

This chapter defines XML data types which are used as containers for
representing the secured data.

The data types can be used within a service specification or independently
when payload security is required between two entities. There are no
restrictions of how many containers can be used. The specifications that use
the containers define which container and how many will be used.

3.1 XML Schema definitions

Two container datatypes are defined using XML Schema [XSD2004a]
[XSD2004b]. These data types are:

e sp:SignedPayload — for holding a payload and one or more
signatures on the payload.

e ep:EncryptedPayload — for holding an encrypted payload and one or
more encrypted keys.

3.1.1 Signed Payload

The Signed Payload is a container for holding a payload and one or more
digital signatures on the payload.

3.1.1.1 Criteria

xs3.1.1.1-1  Implementations MusT comply with the Signed Payload XML Schema complex
type shown in XML Schema Fragment 1.

XML Schema Fragment 1:

<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema""
targetNamespace="http://ns.nehta.gov.au/CoreConnectivity/Xsd/SignedPayload/1.2"
xmIns:tns="http://ns.nehta.gov.au/CoreConnectivity/Xsd/SignedPayload/1.2"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
elementFormDefault="qualified">

<xsd: import namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemalLocation="http://www.w3.org/TR/xmldsig-core/xmldsig-core-schema.xsd"/>

<xsd:complexType name="SignedPayloadData'>
<xsd:sequence>
<xsd:any processContents="lax" minOccurs="1" maxOccurs="1"/>
</xsd:sequence>
<xsd:attribute name="id" type="'xsd:string" use="required'/>
</xsd:complexType>

<xsd:complexType name="SignatureList">
<xsd:sequence>
</xsd:sequence>

</xsd:complexType>

<xsd:complexType name="SignedPayload">
<xsd:sequence>
<xsd:element name="signatures" type=""tns:SignatureList" minOccurs="1"
maxOccurs=""1"/>
<xsd:element name="signedPayloadData"™ type=""tns:SignedPayloadData"
minOccurs="1" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>

<xsd:element name="signedPayload"” type='"tns:SignedPayload"/>

</xsd:schema>
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3. Containers

XS$3.1.1.1-2

XS 3.1.1.1-3

XS 3.1.1.1-4

The ds:Signature element MmusT comply with all the criteria in chapter 4.
The 1d attribute MusT be set to a value unique in the XML document.
The sp:signedPayloadData element MmusT be the only element signed.

3.1.1.2 Notes (non-normative)

The sp:signedPayload element is the root XML element of the signed
payload container. It consists of the sp:signatures element and the
sp:signedPayloadData element.

The sp:signedPayloadData element contains the payload that is to be
signed. The xsd:any element within the sp:signedPayloadData element is
a placeholder for the payload content. The id attribute on the
sp:signedPayloadData element is used to hold a generated unique ID that
is used by XML Signature as a reference to the data that’s been signed. The
value of the ID must be unique in the scope of the XML document that the
payload is a part of.

The signer signs the sp:signedPayloadData element using their private
key to create a digital signature, which is represented by a ds:Signature
element. This ds:Signature element is added to the sp:signatures
element.

The receiver retrieves the ds:Signature element within the
sp:signatures element and validates the digital signature using the public
key of the signer.

The sp:signatures element can contain one or more signatures of the
sp:signedPayloadData element. This allows multiple entities to sign the
payload. Each signer creates a digital signature and adds it to the
sp:signatures element. The receiver uses the key information in each
digital signature to find the public key needed to validate the digital signature.

Specifications that use this signed payload container profile should define how
many signatures are expected, whether a receiver must validate all or a
subset of the expected signatures, how the identity of the signer is to be
established and how the trust of individual certificates is established.

The Signed profile specifies that one or more references can be present in a
signature. This signed payload container further restricts it to use only one
signature reference for the sp:signedPayloadData element.

3.1.1.3 Example (non-normative)

The following shows an example instance of the Signed Payload container:

<sp:signedPayload
xmIns:sp="http://ns.nehta.gov.au/CoreConnectivity/Xsd/SignedPayload/1.2">
<sp:signhatures>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal™ />
<ds:Reference URI="#alOede6c4-21e4-44d5-93b3-4b2f02f9el1f8">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<ds:DigestValue>0rn5miXZzb9EYhwcMg4ZTWavRds=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
fFzZtvW4ams46VbZRLME6rOeMoOi rkKpwd1kOAVxhLgs/TPgtl jDggX4HMgmRb jNibAt04KVmnLkx6NUQ3PbN
FYODZCFIXTEW2HTOCSRVRpx1LODPbVc5Jy 1UOv3elhbecg ICmhgfRy 19003b3se9WpF/nkDSZGAov2NmhWn
bnNcqjE=
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XS 3.1.2.1-1

</ds:SignatureValue>
<ds:Keylnfo>
<ds:X509Data>
<ds:X509Certificate>
M1 1CBjCCAW+gAwIBAgIBBjANBgkghk i GOWwOBAQUFADAeMRwwGgYDVQQDEXNORUhUQSBFSU I XUyBkZW1vIE
NBMB4XDTA3MDYyMjAwMD I INFOXDTE3MDYxXOTAwWMD I INFowFzEVMBMGALUEAXQMamF4d3NTFY2xpZW50MIGF
MAOGCSqGS 1b3DQEBAQUAAAGNADCB 1 QKBgQDVNtVihAhN76KhBevo/YTzBx10B7K8YgRhfG3ca/Y9gFviMk
B6TUNjCILxBgtLcQbcLpeZOFsKumtygvvZUBAZIpTR7gMOeHCFMYCP1sVSAmToTRt8P33au2x6VvTj7AWa
Xr8Diljv13hB/1uPKRuflywOhV7mzvSkc1lwHVBBNOQIDAQABo1swWTAMBgNVHRMBATSEA jAAMBOGA1UdDg
QWBBSIA5kUs7rHCR8wWZEX7Nb4m3k1z0zAFBgNVHSMEGDAWGBQLODCCBAJ rOSF5Us iwo070 IHEtHBzAJBgNV
HREEAjAAMAOGCSQGS 1b3DQEBBQUAA4GBAGEP1kuOg5RFtVWrP+PSgHueUugWHhOgqUsUB5w30PYhk 1 awVF
brXu4cQ+wSo96y i P/89xsxTwMWiWaOLQO2xmEZWF2F9FrcO2Ni9nZ1 1ulREtrd5Huino80GMEB4AJWDhGY
0GAT45Ze/tuVg+Xa+YmvHiuYselLVGeirnEOmoPS2
</ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
</ds:Signature>
</sp:sighatures>
<sp:signedPayloadData id="alOede6c4-21e4-44d5-93b3-4b2Ff02f9el1¥f8">
<pathologyreport xmlns="http://www.example.org">
<name>John Doe</name>
<tests>
<test name="testl''>1000</test>
</tests>
</pathologyreport>
</sp:signedPayloadData>
</sp:signedPayload>

3.1.2 Encrypted Payload

The Encrypted Payload is a container for holding a payload that’s been
encrypted. The container consists of the encrypted payload plus one or more
encrypted keys.

3.1.2.1 Criteria

Implementations MusT comply with the Encrypted Payload XML Schema
complex type shown in XML Schema Fragment 2.

XML Schema Fragment 2:

<xsd:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
targetNamespace=
"http://ns.nehta.gov.au/CoreConnectivity/Xsd/EncryptedPayload/1.2"
xmIns:tns="http://ns._nehta.gov.au/CoreConnectivity/Xsd/EncryptedPayload/1._2"
xmIns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
elementFormDefault="qualified">

<xsd:import namespace="http://www.w3.0rg/2001/04/xmlenc#"
schemalLocation="http://www.w3.0org/TR/xmlenc-core/xenc-schema.xsd"/>

<xsd:complexType name="EncryptedPayloadData">
<xsd:sequence>
<xsd:element ref=""xenc:EncryptedData' minOccurs="1" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="‘KeyList">
<xsd:sequence>
<xsd:element ref="xenc:EncryptedKey" minOccurs="1"
maxOccurs="unbounded" />
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="EncryptedPayload'>
<xsd:sequence>
<xsd:element name="keys" type=""tns:KeyList" minOccurs="1"
maxOccurs="1"/>
<xsd:element name="encryptedPayloadData" type='tns:EncryptedPayloadData"
minOccurs="1" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>

<xsd:element name="encryptedPayload" type="tns:EncryptedPayload"/>
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3. Containers

XS 3.1.2.1-2

XS 3.1.2.1-3

XS 3.1.2.1-4

</xsd:schema>

The xenc:EncryptedData element musT comply with all the criteria in
chapter 5.

The xenc:EncryptedKey elements musT comply with all the criteria in
section 5.7.

The xenc:EncryptedKey elements MusT only be used to encrypt the data
within the ep:encryptedPayloadData element.

3.1.2.2 Notes (non-normative)

The ep:encryptedPayload element is the root XML element of the
encrypted payload container. It consists of the ep:keys element and the
ep:encryptedPayloadData element.

The payload is encrypted using a symmetric algorithm with a generated
session key to create a xenc:EncryptedData element. This
xenc:EncryptedData element is added to the
ep:encryptedPayloadData element.

The generated session key is encrypted using an asymmetric algorithm with
the intended receiver’s public key to create the xenc:EncryptedKey
element. This xenc:EncryptedKey element is added to the ep:keys
element.

The receiver uses their private key to decrypt the xenc:EncryptedKey
element to obtain the session key. The decrypted session key is then used to
decrypt the xenc:EncryptedData element within the
ep:encryptedPayloadData element.

The ep:keys element can hold one or more encrypted keys. This allows the
message to be encrypted for multiple entities. When there are multiple
intended receivers, the sender encrypts the session key with the public key of
each receiver. The receiver uses the key information in the
xenc:EncryptedKey element to find an encrypted key for which they have
the corresponding private key.

Specifications that use this encrypted payload container profile should define
whether data can be encrypted for multiple receivers.

The Encrypted profile specifies that one or more xenc:DataReference
elements can be present within a Xxenc:ReferencelList element of an
xenc:EncryptedKey element. This allows one key to be used to encrypt
multiple pieces of data. Since the encrypted payload container only contains a
single piece of data to be encrypted, the xenc:ReferencelList element is
constrained to have one xenc:DataReference element.

3.1.2.3 Example (non-normative)

The following shows an example instance of the Encrypted Payload container:

<ep:encryptedPayload
xmIns:ep="http://ns.nehta.gov.au/CoreConnectivity/Xsd/EncryptedPayload/1.2">
<ep:keys>
<xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5" />
<ds:KeylInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509SKI>pQOZFLO6XWk FMGRF+zW+Jt5Nczs=</ds : X509SK 1>
</ds:X509Data>
</ds:Keylnfo>
<xenc:CipherData>
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<xenc:Ciphervalue>
uQJemj3rJTgfmdhcPe5EebpoX306 IBVvOULUOCSP6OKXYrFnPJc10A7423TKkRCOdgbvMkN3x0tQ94yzhF4H
py2Fs6Y 1EF3XTF3r6s81+hubDecpEa410ZP4/+uVVL/FEmdZeRvfOayhpO+miRDOrOtFP2peiNJt6G7gg K5
vkOnNzw=
</xenc:Ciphervalue>
</xenc:CipherData>
<xenc:ReferenceList>
<xenc:DataReference URI="#_1" />
</xenc:ReferenceList>
</xenc:EncryptedKey>
</ep:keys>
<ep:encryptedPayloadData>
<xenc:EncryptedData Id=""_1"
Type="http://www.w3.0rg/2001/04/xmlenc#Element"
xmlns:xenc=""http://www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc" />
<xenc:CipherData>
<xenc:CipherVvalue>
BQ6byRM5FjzmO1ULAY IHxd5ufsu7/ctIJEGXRTo04JFfGA4ga3PgT jaBry/9YN8wgb1l1oGxiNeyGAzenxONY
oky+AVMAdqtsh6QzKx1Ze3Xnj5 180 THMASEFLOR/w80buHhQxHNFxbFEyN1Zik09dS6Z41pLAVyphEotaU
v+TWE+Fdhds/ti3wnxqSSA8EsD 1 YBd61N5P8A3ALZY73dynwWw8gJu8pWCtYQYzz+ezV1lng=
</xenc:Ciphervalue>
</xenc:CipherData>
</xenc:EncryptedData>
</ep:encryptedPayloadData>
</ep:encryptedPayload>

The following shows an example instance of the Encrypted Payload container
in its decrypted form:

<ep:encryptedPayload
xmIns:sp="http://ns.nehta.gov.au/CoreConnectivity/Xsd/EncryptedPayload/1.2">
<ep:keys>

</ep:keys>
<ep:encryptedPayloadData>
<pathologyreport xmlns="http://www.example.org">
<name>John Doe</name>
<tests>
<test name="testl''>1000</test>
</tests>
</pathologyreport>
</ep:encryptedPayloadData>
</ep:encryptedPayload>
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XML Signature

This chapter contains criteria on using XML Signature.

This chapter is organised into six sections:

Standards, containing criteria on the standards to use;
ds:Signature;

e ds:SignedInfo;

e ds:SignhatureValue;

e ds:Keylnfo.; and

e ds:Object.

The last four correspond to the four possible child elements in
ds:Signature, the root element in XML Signature.

SIGNATURE PROCESS

The XML Signature specification [XSSP2002] defines a process for creating
and validating digital signatures on XML data and representing the result in

XML.

An XML Signature is created by the following steps:

1.

A digest value is calculated for each XML data fragment being signed.
This involves first applying a set of transforms to the XML fragment,
then calculating the digest on the transformed XML fragment. The
transformations ensure the XML fragment is in a normalized form. This
usually includes canonicalization. The information from this step is
represented using a ds:Reference element.

The ds:Reference elements from the previous stage are added to a
ds:SignedInfo element. A digest value is calculated on the
ds:SignedInfo element which involves first applying XML
canonicalization. This calculated digest value is signed using the signer’s
private key to create the ds:SignhatureValue element. A ds:KeylInfo
element is used to specify which key was used to create the signature.
The ds:SignedInfo, ds:SignatureValue and ds:Keylnfo elements
are added to a ds:Sighature element which is the resulting signature.

An XML Signature is validated by the following steps:

1.

A digest value is calculated for each ds:Reference element within the
signature. This involves applying the transforms specified in the
reference, then calculating the digest value on the transformed XML
fragment. The calculated digest value is compared to the one that is
within the ds:Reference element. When they don’'t match, the
signature validation fails.

A digest value is calculated on the ds:SignedInfo element. This
involves first applying canonicalization on this element. The digest value
of the ds:SignedInfo element is retrieved from the signature value
using the signer’s public key. This digest value is compared with the
calculated digest value. When they don’t match, the signature validation
fails.
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Standards

4.1.1 XML Signature

4.1.1.1 Criteria

Implementations MUST use the XML-Signature Syntax and Processing
Recommendation from W3C [DSIG2002] and be valid against the XML
Signature XML Schema [XSXSD2002].

4.1.1.2 Notes (non-normative)

The XML-Signature Syntax and Processing Recommendation from the W3C
specifies a process for signing data and representing the result as XML.

The XML Signature specification defines a standard for signing and verifying
data. Any data that can be referenced via a URI can be signed. Signatures on
data can ensure that the data being sent hasn’t been tampered with and can
also assert the identity of who signed the data. XML Signature allows multiple
references to be signed within the one signature, although the criteria in this
document restrict it to only one.

The result of the signing process is a ds:Signature XML Element. The
ds:Signature element has four possible child elements. The criteria for
these are described in the following sections:

e ds:SignedInfo (see section 4.3)
e ds:SignhatureValue (see section 4.4)
e ds:Keylnfo (see section 4.5)

e ds:Object (see section 4.6)

4.1.1.3 Example (non-normative)

The result of using XML Signature produces an instance of the ds:Signature
element. This is an example of this element and its contents:

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal''/>
<ds:Reference URI="#1leb025e2-a40b-4406-87a0-0b4646eb8d90"">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>ZoEDHpJkU4+88f+aSENtb11MIQk=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>ipOf7HK. . .</ds:SignatureValue>
<ds:Keylnfo>
<ds:X509Data>
<ds:X509Certificate>
C9A3AgQI6zkheVLIsKDuzpR7RwcwCQYDVRORBAIWADANBgkghk i GO9wWOBAQUFAAOBgQC9palkOey2uxHn/t
CtCOxOstVedXJ+1+HrQnglz3QK+XDg5jeT7QmDceUtGntu0Y4cXY35Au/g0eT IZKkCCORWIOBPGEMIqUFINT
5K6UCWC4aYGrTcpen0/Skb0/SvA5VKe9/CQtz0TafSud/CHP8Jc3ZUB1SAHOMgBMACU 5528 A==
</ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
</ds:Signhature>

4.1.2 Detached signature
4.1.2.1 Criteria

Implementations MUST use the detached signature form of XML Signature.

12
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4.2

4.3

XS 4.3.1.1-1

4.1.2.2 Notes (non-normative)

XML Signature allows the signature to be related to the data being signed in
three different ways.

e Enveloping signature, where the signed data is embedded inside the
XML Signature.

¢ Enveloped signature, where the XML signature is embedded inside the
data that’s being signed.

e Detached signature, where the signature is separate from the data being
signed.

This criterion specifies the use of a detached signature.

ds:Signature

There are no additional criteria on the use of the ds:Signature element.

ds:SignedInfo

The ds:Signedlnfo element contains the following child elements:
e ds:CanonicalizationMethod
e ds:SignatureMethod
e ds:Reference

Criteria for using these are described in this section.

4.3.1 ds:CanonicalizationMethod
4.3.1.1 Criteria

Implementations MUsT use the Exclusive XML Canonicalization as specified in
[EXC2002] over the ds:SignedInfo element and indicate this by setting the
Algorithm attribute on the ds:CanonicalizationMethod element to
“http://www.w3.0rg/2001/10/xml-exc-cl4n#”.

4.3.1.2 Notes (non-normative)

XML Signature allows different canonicalization algorithms to be applied to the
ds:SignedInfo element before the signing algorithm is applied to create the
signature value. The same canonicalization is applied to the ds:SignedInfo
element as part of signature verification to obtain the same XML that was
signed.

There are two types of canonicalization, Exclusive and Inclusive. These criteria
specify that the Exclusive XML Canonicalization algorithm is to be used.
Exclusive canonicalization ignores the context in which the XML fragment
appears, and only keeps the namespaces which are visibly utilised within the
fragment of XML being signed. Inclusive Canonicalization inherits the context
in which the XML fragment appears, including the namespaces that are in
scope where the fragment appears. Therefore, Exclusive Canonicalization is
necessary when the fragment is inserted into a different XML document, such
as a container, which could have other namespaces in scope. Inclusive
canonicalization cannot be used as it copies all namespace declarations into
the fragment of XML being signed. This would include namespaces outside the
fragment and would invalidate the signature if the verification context is
different.

The canonicalization method specified on the ds:SignedInfo element only
applies to ds:SignedInfo element and its contents. A canonicalization
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XS 4.3.3.1-1

XS 4.3.3.1-2

XS 4.3.3.1-3

method is also applied to the data being signed via the ds:Transform
element, see section 4.3.5 for details.
4.3.1.3 Example (non-normative)

The example below shows a ds:CanonicalizationMethod element with an
Algorithm attribute specifying the exclusive canonicalization method:

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />

</as:Signedlnfo>
</ds:Signhature>

4.3.2 ds:SignatureMethod
4.3.2.1 Criteria

Implementations MUST use the RSA-SHA1 algorithm for generating the
signature and indicate this by setting the Algorithm attribute on the
ds:SignatureMethod element to
“http://www.w3.0rg/2000/09/xmldsig#rsa-shal”.

The RSA-SHA1 algorithm is defined in section 6.4.2 of XML-Sighature Syntax
and Processing [XSSP2002].
4.3.2.2 Notes (non-normative)

XML Signature allows different algorithms to be applied to the canonicalized
data to calculate the signature value.

These criteria specify that the RSA-SHA1 algorithms are to be used.

4.3.2.3 Example (non-normative)

The example below shows a ds:SignatureMethod element with an
Algorithm attribute specifying the RSA-SHAL algorithm:

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>

;ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal™ />

</as:5ignedlnfo>
</ds:Signature>

4.3.3 ds:Reference
4.3.3.1 Criteria

There MusT be one or more ds:Reference elements in ds:SignedInfo
element.

The URI attribute on the ds:Reference element MUST be present.

The URI attribute value musT be a fragment identifier of the element being
signed.

4.3.3.2 Notes (non-normative)

The reference element specifies which elements have been signed within the
source XML document. The URI attribute value is a fragment identifier. A
fragment identifier consists of the ‘#’ character followed by a unique

14
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identifier. For example, when the 1d attribute value is ‘12345’, the fragment
identifier would be ‘#12345’. Note any method or algorithm for generating an
ID can be used as long as the generated ID is unique.

XML Signature allows for one or more ds:Reference elements, to allow for
signatures over one or more fragments of XML.
4.3.3.3 Example (non-normative)

The example below shows a single ds:Reference element with a URI
attribute set to a unique value:

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>

éds:Reference URI="#317c500e-ce82-428F-8987-123636287h4e"">

</ds:Reference>
</ds:SignedInfo>
</ds:Signature>

The example below shows an id attribute on the fragment that has been
signed:

<data 1d="'317c500e-ce82-428f-8987-123636287b4e"">
<pathologyreport xmlns="http://www.example.org">
<name>John Doe</name>
<tests>
<test name=""testl1''>1000</test>
</tests>
</pathologyreport>
</sp:data>

4.3.4 ds:Transforms
4.3.4.1 Criteria

The ds:Transforms element in the ds:Reference element MusT be
present.

4.3.4.2 Notes (non-normative)

XML Signature allows the ds:Transforms element to be optional. If it is not
present, no transforms are performed on the data being signed. The
transforms are applied to the content to create the representation that is
actually signed. This is useful when the content can have multiple syntactic
forms which are the considered the same. The transforms are used to create
the same representation between the entity signing the data and the entity
verifying the signature.

These criteria specify that there will always be transforms. The particular
transform is described in section 4.3.5.

4.3.5 ds:Transform
4.3.5.1 Criteria

There musT be only one ds:Transform element in the ds:Transforms
element.

Implementations MUST use the Exclusive XML Canonicalization method over
the contents being signed and indicate this by setting the Algorithm
attribute on the ds:Transform element to
“http://www.w3.0rg/2001/10/xml-exc-cl4n#”.
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4.3.5.2 Notes (non-normative)

XML Signature allows for zero or more transformations to be applied to the
data being signed before the digest is calculated.

These criteria specify that there will be exactly one transformation and that
transformation is the Exclusive XML Canonicalization method.

The canonicalization method specified on the ds:Transform element only
applies to the data being signed. A canonicalization method is also applied to
the ds:SignedInfo element, see section 4.3.1 for details.

4.3.5.3 Example (non-normative)

The example below shows a ds:Transforms element containing a
ds:Transform element with an Algorithm attribute set to the Exclusive
XML Canonicalization method:

<ds:Signature Id=""_1">

<ds:SignedInfo>
;ds:Reference URI="#_5002">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"" />
</ds:Transforms>
</ds:Reference>

</as:5ignedlnfo>

</as:Signature>

4.3.6 ds:DigestMethod
4.3.6.1 Criteria

Implementations MUsT use the SHA-1 digest method and indicate this by
setting the Algorithm attribute on the ds:DigestMethod element to
“http://www.w3.0rg/2000/09/xmldsig#shal”.

The SHA-1 algorithm is defined in section 6.2.1 of XML-Signhature Syntax and
Processing [XSSP2002].
4.3.6.2 Notes (non-normative)

XML Signature allows different algorithms to be used to calculate the digest
value. A digest is a fixed length “fingerprint” that is calculated from a block of
data. When the data over which the digest is calculated on changes, the
digest also changes. The digest is used as part of the signature to ensure that
the data has not been modified.

These criteria specify that a particular algorithm is always used.

4.3.6.3 Examples (non-normative)

The example below shows a ds:DigestMethod element with an Algorithm
attribute set to the SHA1 digest method.

<ds:Signature Id=""_1">

<ds:SignedInfo>
zds:Reference URI="#_5002">
;ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<ds:DigestValue>KjbslIWMloeM/612TLINUroSHRIA=</ds:DigestValue>
</ds:Reference>

</&s:5ignedlnf0>
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</ds:Signature>

4.3.7 ds:DigestValue

There are no additional criteria on the use of the ds:DigestValue element.

ds:SignatureValue

There are no additional criteria on the use of the ds:SignatureValue
element.

ds:Keylnfo

4.5.1 ds:KeylInfo (in Signature)
4.5.1.1 Criteria
The ds:KeylInfo element in the ds:Signature element MUsT be present.

4.5.1.2 Notes (non-normative)

XML Signature allows an optional ds:KeylInfo element in the ds:Signature
element. If it is not present, the key used for the signature is known implicitly
or indicated by an external mechanism.

These criteria specify that the key is explicitly included so that an external
mechanism is not needed.

452 ds:X509Data
4.5.2.1 Criteria
The ds:X509Data element in the ds:KeylInfo element MmusT be present.

The ds:X509Certificate element in the ds:X509Data element MUsT be
present and contain the encoded value of the signing certificate unless the
service specification states a different mechanism is used.

4.5.2.2 Notes (non-normative)

Including the certificate of the signer in the signature allows the recipient to
validate the signature without having to externally retrieve the certificate.

These criteria specify that the X509 certificate be included.

4.5.2.3 Example (non-normative)

The example below shows a ds:X509Data element contain a
ds:X509Certificate element with a certificate encoded using base64:

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig">

<ds:Keylnfo >
<ds:X509Data>
<ds:X509Certificate>657f9bup.. </ds:X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
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4.6 ds:Object

4.6.1 ds:Object
4.6.1.1 Criteria

xs4.6.1.1-1  The ds:Object element in the ds:Signature element MUST NOT be present.

4.6.1.2 Notes (non-normative)

XML Signature allows for zero or more ds:Object elements at the end of the
ds:Signature element. These can contain arbitrary data. Typically they are

used to contain the data being signed when the enveloping signatures method
is used.

Since detached signatures are used (see section 4.1.2), the ds:Object
element is not required.
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XML Encryption

This chapter contains criteria on using XML Encryption.
This chapter is organised into seven sections:
e Standards, containing criteria on the XML Encryption standard;
e Xenc:EncryptedData;
e Xxenc:EncryptionMethod;
e Xxenc:Keylnfo;
e xenc:CipherData; and
e Xxenc:EncryptionProperties; and
e Xxenc:EncryptedKey.

The second section, xenc:EncryptedData, covers the root element of

XML Encryption. The four sections after it (xenc:EncryptionMethod
through to xenc:EncryptionProperties) cover each of the child elements
of xenc:EncryptedData. The last section covers the xenc:EncryptedKey.

ENCRYPTION PROCESS

The XML Encryption specification [ XESP2002] defines a process for encrypting
and decrypting XML data and representing the result in XML.

Data is encrypted using XML Encryption by the following steps:
1. A random session key is generated.

2. The data is encrypted using a symmetric algorithm with the session key.
Symmetric encryption is used for the data for better performance. The
encrypted data is represented using the xenc:EncryptedData
element.

3. The session key is encrypted using an asymmetric algorithm with the
public key of the receiver. The encrypted session key is represented
using the xenc:EncryptedKey element. The xenc:EncryptedKey
element can use a ds:KeyInfo element to specify which key was used.
The encrypted key can be added to the ds:KeylInfo element of the
xenc:EncryptedData element or it can exist independently.

Data is decrypted using XML Encryption by the following steps:

1. The encrypted session key within the xenc:EncryptedKey element is
decrypted using a private key of the receiver. The decrypted session key
is the key that was used to encrypt the data.

2. The cipher text within the xenc:EncryptedData element is decrypted
using the session key.

Standards

51.1 XML Encryption
5.1.1.1 Criteria
Implementations MUsT use the XML Encryption Syntax and Processing

Recommendation from W3C [XENC2002] and be valid against the XML
Encryption XML Schema [XEXSD2002].
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5.1.1.2 Notes (non-normative)

The XML Encryption Syntax and Processing Recommendation from the W3C
specifies a process for encrypting data and representing the result as XML.

The result of the encryption process is an xenc:EncryptedData element.
The xenc:EncryptedData element has four possible child elements. The
criteria for these are described in the following sections:

e Xxenc:EncryptionMethod (see section 5.3)
e ds:KeylInfo (see section 5.4)
e Xxenc:CipherData (see section 5.5); and

e Xenc:EncryptionProperties (see section 5.6).

5.1.1.3 Example (non-normative)

The XML Encryption process generates an instance of the
xenc:EncryptedData element. An example of this element follows:

<xenc:EncryptedData 1d=""_1" xmlIns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
Type="http://www.w3.0rg/2001/04/xmlenc#Element">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbhc"/>

<xenc:CipherData>

<xenc:Ciphervalue>
1VBORWOKGgoAAAANSUhEUgAAACQAAAAMCATAAACFNY 1UAAAAIGNIUKOAAHO TAACA
gwAA+F8AAIDpAABIMAAAGMAAADQYAAAXDS5IFXUYAAAAJCEhZCcWAACXMAAASTAQCa
nBgAAAAJdNBBZWAAACQAAAAMACVatSUAAAMgSURBVDjLrVRFaFNnFD/fd29ucOMt
1akasWQ102H80wjVSXHr8+ZcH3zR1YKPCtuLsqfBUBRFQVSKT/6BMmuh6oNsyigm
s1Ksi7RK1Y ImrWIn2uxem5jemdvl/fN9x4ebUvRBKHpePjh8v/Pn9zvnEESEXRgi
ctsWPB4gZFFAAKCLBe i56Rv79pcV5b0SSt1JU9c/ cTK7UskPP+SMveM150aBg9PD
Ix/Giu6jPnlKPaKhvpp 1IMMbNzTv3kUoBQDOeSaTKRQKwWAwWFouJokg Il kQMBQ1HT
T90yCrObOjoavlqj jD7Rs5PZxD/ ImFyKeHM43vz85i11dJQ7TuPXW2Pt01z0a509
7um9/N2Pjy51W4Zx5/CRe6F0uJkSiuQenfb5FIIMIpIMIoAgSdWSIvztd3VsTBOb
u7g7wlDU8v+KgRVF8YmX94b06Zmagpj2+0muVDSKKd48dHzxxckFwRPz74K/X0/cy
XOHE0Z7e863F10fpTKavre9arSKiYRJd3d3K7Kw2NXVu/azcKuUCz2/d9rTvGilL+
81328du3XSdyjoiOaer5/P2zXRdav3UsSExFrNCLjwaY IFQQAqF+2VIAKYLXYLFYq
1YGBACYY1YRS6jg0Z9z jkwOR i1 AusDy93LASAUOMWOSrXtXr32PHcOL/eYPBNseCR
FchxQTMA4LYZzn5gBASDAOA+FQmM1tbYwxAJAkqc7rFTO+gciZbdc+c+6qCwhUrEW7
39U1INT1489LFwBeRmeGRO4e0AucLmiFnOD9g iMgdBghNTU2KopTLZb/F7/F7NU2r
miYhwBmD+e1lExpBzAOCMabmcS1JpcnLZ+nVLY2uFurpc6oFjmu6A1GghkkTgpNoY
C4loy4wskcbhGlpaW/v7+hoYG27Yty/ghvZ1SQfisvrbRiLReBkoBIN65Z+j02Wc3
/0x3/NT6y8/X0/¥27Gj3eL2VkuYNBWgR3Qui T88QSj5FuRIATFO31Feh1V+6/MzN
ZRUKBVEUW+GWLMVMNEET/y2Jrh 1kCQBeZ7NyMCiHQQCQH3k418s1btkciERKL7 v
U6 IQNBgONXuquiQaJZSSxZ6r j7G32Ee8Hsuzt6 1 AAAAASUVORKSCY 1 I=
</xenc:Ciphervalue>

</xenc:CipherData>

</xenc:EncryptedData>

xenc:EncryptedData

52.1 Encryption granularity
5.2.1.1 Criteria

Implementations MUST use XML Encryption “element” level encryption as
defined in [ XESP2002] and indicate this by including the Type attribute on the
xenc:EncryptedData element and setting it to
“http://www.w3.0rg/2001/04/xmlenc#Element”.

The 1d attribute on the xenc:EncryptedData element MusT be set to a
unique value.

5.2.1.2 Notes (hon-normative)

XML Encryption can be used with either ‘element’ or ‘content’ level encryption.
Content level encryption leaves the root element of the data being encrypted
and replaces its contents with an xenc:EncryptedData element. Element
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level encryption encrypts everything including the root element and replaces
it with the xenc:EncryptedData element. This criterion specifies element
level encryption to ensure that information in the name of the root element
and its attributes will not be exposed, thus increasing security.

XML Encryption has an optional Type attribute on the xenc:EncryptedData
element to indicate the level of encryption granularity. These criteria make
the Type attribute mandatory, so that the encryption granularity is explicit.

The Id attribute can be used when the xenc:EncryptedKey element is
detached from the xenc:EncryptedData element. This allows the encrypted
key to reference data it was used to encrypt. The encrypted key will use the
Id value within its reference list. Note the 1d attribute is of the NCName type.
An NCName can only start with a letter or *_’ character and not a digit.

5.2.1.3 Example (non-normative)

The example below shows an xenc:EncryptedData element with a Type
attribute set to use ‘element’ level encryption:

<xenc:EncryptedData Id="_12345"
xmlns:xenc=""http://www.w3.0rg/2001/04/xmlenc#"
Type="http://www.w3.0rg/2001/04/xmlenc#Element'>

</xenc:EncryptedData>

522 MimeType and Encoding
5.2.2.1 Criteria

The Encoding attribute on the xenc:EncryptedData element MUST NOT be
present.

The MimeType attribute on the xenc:EncryptedData element MUST NOT be
present.
5.2.2.2 Notes (hon-normative)

XML Encryption provides optional MimeType and Encoding attributes on its
xenc:EncryptedData element. These attributes are purely advisory.

These criteria state that these attributes are not to be used. It is expected
that the context in which the XML Encryption is used will precisely define the
types and encoding of the data. Therefore, it is redundant to specify them
using these attributes.

xenc:EncryptionMethod

5.3.1 Symmetric encryption using AES-256
5.3.1.1 Criteria

The xenc:EncryptionMethod element in the xenc:EncryptedData
element MUST be present.

Implementations MUST encrypt the content data using AES-256 and indicate
this by including the Algorithm attribute on the xenc:EncryptionMethod
element and setting it to “http://www.w3.0rg/2001/04/xmlenc#aes256-cbc”.

AES-256 is defined in [FIPS197].

The xenc:KeySize element in the xenc:EncryptionMethod element MAY
be present.
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The xenc:KeySize element musT have the value of “256” if present.

The xenc:O0AEPparams element in the xenc:EncryptionMethod element
MUST NOT be present.
5.3.1.2 Notes (non-normative)

The xenc:EncryptionMethod element is used to specify which encryption
algorithm is applied to the plaintext.

The criteria in this section cover the symmetric encryption from the
Encryption Process: step 2 for the creator and step 1 for the consumer.

AES-256 was chosen because it is endorsed by [ACSI33].

The xenc:0AEPparams element is not used when AES encryption is used.

5.3.1.3 Example (non-normative)

The example below shows the xenc:EncryptionMethod element with the
Algorithm attribute set to use AES-256:

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
Type="http://www.w3.0rg/2001/04/xmlenc#Element"
1d=""_12345">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbhc"/>

</xenc:EncryptedData>

54 ds:KeylInfo
541 ds:Keylnfo (xenc:EncryptedData)
5.4.1.1 Criteria

xs5.4.1.1-1  The ds:KeylInfo element in the xenc:EncryptedData element MUST NOT
be present.
5.4.1.2 Notes (nhon-normative)
XML Encryption allows information about the keys to be optional. If it is not
present must be implicitly known or be defined by an external mechanism.
Since the xenc:EncryptedKey has been detached, the ds:Keylnfo is not
required. Note that the ds:Keylnfo within the xenc:EncryptedKey
element is still required.

55 xenc:CipherData
55.1 xenc:CipherData (xenc:EncryptedData)
5.5.1.1 Criteria

xs5.5.1.1-1 The xenc:CipherData element in the xenc:EncryptedData element MusT
be present.

xs5.5.1.1-2 The Xxenc:CipherReference element in the xenc:CipherData element
MUST NOT be present.

xs5.5.1.1-3 The xenc:CipherValue element in the xenc:CipherData element MUsT be
present.
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5.5.1.2 Notes (non-normative)
The xenc:CipherData element contains the raw encrypted data. XML
Encryption allows the cipher value to be referenced externally or embedded.
These criteria specify that the cipher value of the encrypted data is
embedded.
5.5.1.3 Example (nhon-normative)
The example below shows an xenc:EncryptedData element containing an
xenc:CipherData element which itself contains a xenc:CipherValue
element. The cipher value is the encrypted payload data.
<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
Type="http://www.w3.0rg/2001/04/xmlenc#Element"
Id=""_12345">
2xenc:CipherData>
<xenc:CipherVvalue>
eQXAd06hM2ZX3HmUHO83au473wWMFzB29CCE+zGNQqgq I dudMKJIhyWMm329bWzS7gXYgBACKR8tD
DXnytzD41bs1QMUICXvWDYDe3F1AbmEen2KuDK+FQpPd3t3ViuX518ViS+KJqekLXvdo9Q8S IRSM
/4tulLcygBJIKB8iIXT/PVIN2yisinC6KdtTIQyIhIMv+6gE+juvLXIV+51Q360p/XTrwv2rLdRI9YN
</xenc:Ciphervalue>
</xenc:CipherData>
</xenc:EncryptedData>
5.6 xenc:EncryptionProperties
56.1 xenc:EncryptionProperties
5.6.1.1 Criteria
xs5.6.1.1-1 The Xenc:EncryptionProperties element in the xenc:EncryptedData
element MUST NOT be present.
5.6.1.2 Notes (non-normative)
In XML Encryption, the Xxenc:EncryptionProperties is optional. It is
designed to contain additional information about the generation of the
xenc:EncryptedData or xenc:EncryptedKey.
This criterion specifies that the xenc:EncryptionProperties element is
not used, because no additional information needs to be conveyed.
57 ds:EncryptedKey
5.7.1.1 Criteria
xs5.7.1.1-1  The MimeType attribute on the xenc:EncryptedKey element MusT NOT be
present.
xs5.7.1.1-2 The Encoding attribute on the xenc:EncryptedKey element MusT NOT be
present.
xs5.7.1.1-3 The Recipient attribute on the xenc:EncryptedKey element MUsST NOT be
present.
xs5.7.1.1-4 The xenc:ReferencelList element in the Xxenc:EncryptedKey element

MUST be present and have one or more xenc:DataReference elements with
the URI attribute set to a fragment identifier using the Id attribute value of
the xenc:EncryptedData element.
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The xenc:CarriedKeyName element in the Xxenc:EncryptedKey element
MUST NOT be present.

A new session key MUST be generated each time a payload is encrypted.

5.7.1.2 Notes (non-normative)

The criteria in this section cover the asymmetric encryption of the session key
from the Encryption Process: step 1 and 2 for the creator and step 4 for the
consumer.

In XML Encryption, the xenc:EncryptedKey in the ds:KeylInfo element is
mandatory. These criteria specify that the MimeType, Encoding and
Recipient attributes on that element are not used because they are not
needed.

The xenc:ReferencelList element is required when the
xenc:EncryptedKey element is detached from the xenc:EncryptedData
element. The URI attribute of the xenc:DataReference element is set to a
unique fragment identifier which references the xenc:EncryptedData
element that the key was used to encrypt. The fragment identifier must use
the value of the 1d attribute on the xenc:EncryptedData element from
section 5.2. A fragment identifier consists of the ‘#’ character followed by a
unique identifier. For example, when the id attribute value is °*_12345’, the
fragment identifier would be ‘#_12345’.

5.7.1.3 Example (non-normative)

The example below shows an xenc:EncryptedKey element:

<xenc:EncryptedKey xmlIns:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5 " />

<xenc:CipherData>
<xenc:CipherVvalue>
ZwafQcp4ccXi2yaffEVZGHHMx80j c9Rsghkyu2CmJI6hRUt1LUHFY8/UuXXi10SDeg75k3kIp IUuxV
cvDUCVB4AX8/HMIT2wGwug59trb51SV0olg/VV1gfUBAOYKFb+WISh6Zt2cWmcVz+Q0D2g0Lk1YeQO
7cZmvGK3QBI 1 kkXJObJVKT+Fa8DN4uOgxm7urm++JzSfyqjKewe3UlviOngRuAbO+Ls1AZz9wCj Tp
</xenc:Ciphervalue>
</xenc:CipherData>
<xenc:ReferenceList xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"">
<xenc:DataReference URI="#_12345"
xmlns:xenc=""http://www._.w3.0rg/2001/04/xmlenc#" />
</xenc:ReferenceList>
</xenc:EncryptedKey>

57.2 Asymmetric encryption using RSA 1.5
5.7.2.1 Criteria

The xenc:EncryptionMethod element in the xenc:EncryptedKey
element MUST be present.

Implementations MUST use the RSA 1.5 algorithm to encrypt the session key
and indicate this by including the Algorithm attribute on the
xenc:EncryptionMethod element and setting it to
“http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"

RSA 1.5 is defined in [PKCS1-1993].

5.7.2.2 Notes (hon-normative)

The criteria in this section cover the asymmetric encryption from the
Encryption Process: step 3 for the creator and step 4 for the consumer.
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X$5.7.3.1-1

XS$5.7.4.1-1

XS 5.7.4.1-2

X$5.7.4.1-3

RSA 1.5 was chosen because it is endorsed by [ACSI33].

Public Key Infrastructure (PKI) security tokens were chosen to match the
authentication mechanism used by NEHTA'’s national e-health environment.

In the future other algorithms could be specified.

5.7.2.3 Example (non-normative)

The example below shows a xenc:EncryptionMethod element with the
Algorithm attribute set to use RSA 1.5:

<xenc:EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>

</xenc:EncryptedKey>

5.7.3 ds:KeylInfo (xenc:EncryptedKey)
5.7.3.1 Criteria

The ds:KeylInfo element in the xenc:EncryptedKey element MusT be
present.
5.7.3.2 Notes (hon-normative)

The ds:KeylInfo element is required because it specifies which key was used
to encrypt the encrypted key.

5.7.4 ds:X509Data
5.7.4.1 Criteria

Implementations MUST encrypt the symmetric session key using the public
asymmetric key of the Consumer.

The ds:X509Data element in the ds:KeylInfo (EncryptedKey) element MUsT
be present as the one and only child element.

The ds:X509SK1 element in the ds:X509Data element MusT be present and
have the Subject Key ldentifier (SKI) of the certificate that was used to
encrypt the session key as its value.

5.7.4.2 Notes (non-normative)

The criteria in this section cover the asymmetric encryption from the
Encryption Process: step 3 for the creator and step 4 for the consumer.

The Subject Key ldentifier (SKI) is used to uniquely identify the certificate
used to encrypt the data. This is consistent with the usage of Subject Key
Identifiers in NEHTA e-health environment.

5.7.4.3 Example (non-normative)

The example below shows a ds:KeyInfo element that contains the
ds:X509Data element and a ds:X509SKI1 element:

<xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#">

<ds:Keylnfo>
<ds:X509Data>
<ds :X509SK1>657F9bupP2LWtSvgCc3XpbRSiec=</ds:X509SK 1>
</ds:X509Data>
</ds:Keylnfo>

<xenc:EncryptedKey>
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X$5.7.5.1-3

5.7.5 xenc:CipherData (xenc:EncryptedKey)
5.7.5.1 Criteria

The xenc:CipherData element in the xenc:EncryptedKey element MusT
be present.

The xenc:CipherReference element in the xenc:CipherData element
MUST NOT be present.

The xenc:CipherValue element in the xenc:CipherData element MUsT be
present.
5.7.5.2 Notes (hon-normative)

The xenc:CipherData element contains the raw encrypted data. XML
Encryption allows the cipher value to be referenced externally or embedded.

These criteria specify that the cipher value of the encrypted key is embedded
within the xenc:CipherData element.

5.7.5.3 Example (non-normative)

The example below shows an xenc:EncryptedKey element containing an
xenc:CipherData element which itself contains a xenc:CipherValue
element. The cipher value is the encrypted key.

<xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#">

<xenc:CipherData>
<xenc:Ciphervalue>
KCwjMTZPFMs6XV118mLAN2Ah+Y7F4uzFEn1tUU7M1hZ3mokE2y4LRUWI3dRssOF319S210isW5DWFiIQVZQ
mT+3S0Jtw+0npNeg jKe8ucmO0S5FoHz0tkJ iHA8veEWoRtw3PKab8Q IN7ThdgPhTUSWkmLpHJYy9hZBQvOIL
PFFENXvU=
</xenc:Ciphervalue>
</xenc:CipherData>
</xenc:EncryptedKey>
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Appendix B: Change log

Version 1.2

e Split the two container profiles into four profiles to create profiles of XML
signatures and XML encryption that can be used in other contexts
besides just the two containers defined in this document.

e Added allowing a signature to have more than one reference within the
signature profile.

e Added XS 3.1.2.1-4.
Version 1.1 draft 2009-02-20

e Added document road map
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