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1. Australiaôs eHealth Program ï the role of eHealth in Health Reform 

2. Understanding eHealth ï the need to secure the Health System/s 

3. The Personally Controlled Electronic Health Record System (PCEHR) 

ï moving from a point-to-point environment to point-to-share 

4. A National Security and Access Framework for Health (NESAF) ï 

making a framework useful as a tool 

5. The key challenges for security in eHealth 

Today 
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The Health Reform Agenda 

Australiaôs health system has an enviable record 

internationally. 

 

But like many countries é 

Å A lack of access exists for some significant 

communities, bringing with it inequalities 

Å Cater for increasing demands on our health system 

Å We need to be able to maintain its high standard 

Å We must prepare for the (more electronic) future 
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The Health Reform Agenda 

Key demand drivers for health reform include: 

Å An ageing population 

Å Increases in the prevalence of chronic disease 

Å Advances in medical technology and knowledge 

Å Better informed health consumers 

Å Strengthened safety & quality of healthcare 

 

Australian governments have promoted healthcare 

reform, and integral to this is eHealth ï for the system, 

the individuals who use it, and those who work in it. 
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Å It is estimated 5,000 Australians die 

each year due to adverse medical 

events.1 

Å Up to one in six (18%) medical errors 

are due to inadequate patient 

information.2 

Å Nearly one in three (30%) unplanned 

hospital admissions in those over 75 

years are associated with prescribing 

errors.3 
 

Impact on Consumers 
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Å Clinicians spend around a quarter of 

their time collecting information rather 

than treating patients.4  

Å ePrescription systems in Sweden, the 

US and Denmark increased health 

provider productivity per prescription 

by over 50%.5 

Å eReferrals in Europe reduced average 

time spent on referrals by 97%. 6 
 

Impact on Clinicians 
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Impact on the economy 
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The Health Reform Agenda 

eHealth is one of the eight main elements of the 

National Health Reform agenda. 

 

It is one of the most important opportunities to: 

Å Improve the quality and safety of healthcare 

ÅReduce waste and inefficiency 

Å Improve continuity and health outcomes for 

patients 
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From a paper based system ï limiting access to 

critical healthcare information 

 

To 

 

Electronic systems ensuring the right information 

at the right place, at the right time 

The National eHealth Strategy 

We are here 



10 National E-Health Transition Authority 

www.nehta.gov.au 

NEHTAôs purpose 

The National eHealth Transition Authority 

(NEHTA) was established and is funded by the 

Australian, State and Territory governments. 

Our purpose is to lead the uptake of eHealth 

systems of national significance and coordinate 

the progression and accelerate the adoption of 

eHealth by delivering: 

Å urgently needed integration infrastructure, and 

Å standards for health information 
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Fundamentally : Electronically collecting and securely exchanging health 

information  

Structured Information 

(Semantically clear) 

Source Location  Target Location  

Business 

Acknowledgement 

National E -Health Strategy :  

ePathology  eDischarge eReferral  eMedications  

 
Described a set of Priority E-Health Solutions  

Terminology  
Secure 

Messaging Identifiers  Authentication  

 
Requirements for eHealth Foundation Services 

eHealth is é 
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The E-Health Community  
(data flows/sources) 
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NEHTAôs current work 
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Health reform is driving the adoption of eHealth 

ÅNot a rapid adoption of technology as such, itôs really 

about communications and knowledge exchange 

ÅeHealth Strategy - Many and varied starting points 

As a rule eHealth must: 

Åbe Clinically Practical 

Åbe Privacy aware and Security conscious 

As a program, drive outcomes for ï  

ÅGovernment and Business 

ÅClinicians and Healthcare Providers 

ÅConsumers and patients 

eHealth and Security 
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Lead Implementations 

12 Lead sites 

demonstrating 

different 

elements of 

eHealth in action 

 

Learning from 

experience and 

transitioning to 

the PCEHR  
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ÅMore than 1,400,000 Individual Healthcare Identifiers in 

use across Australia. 

ÅMore than 730,000 GP patient records have been 

matched in 370 GP practices in Brisbane North, the 

Hunter and Melbourne East (the wave 1 sites) 

ÅWA, NSW, SA, VIC, QLD and ACT are using the National 

Product Catalogue 

ÅVIC has started using Australian Medicines Terminology  

ÅNT is using Secure Messaging Delivery and ACT will use it 

as part of its product and inventory control system 

Itôs happening now 
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The personally controlled 

electronic health record 
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ÅIndividuals at the centre of their own 

healthcare 

ÅIndividuals choose whether or not to have a 

personally controlled electronic health record 

ÅIndividuals will have greater involvement in 

their care  

 

Vision 
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ÅThe PCEHR System is a secure system which 

enables individuals to store and share clinical 

documents that are important to their ongoing care 

ÅParticipation is voluntary and individuals will have a 

range of controls over the record 

ÅThe PCEHR System will be underpinned by: 

ÅRigorous governance and oversight to 

maintain privacy and security 

ÅNational standards and core national 

infrastructure 

What is the PCEHR? 
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  Overview  

Apr il 2011 Release Draft -  For Consulta ti on 3 

Clinical docum ents2, s uch as Share d Health  Sum m arie s, D ischarg e 

Sum m ar ies,  Event  Sum m ar ies,  Pathol ogy Resul t  Repor ts,  I m agi ng Repor ts 

and  Special ist Letter s will be col lected  from  a rang e of  par ti cipati ng  

or gani sat ions,  and st or ed withi n a num ber  of  secur e reposi tor ies in the PCEHR 

Syst em . The PCEHR Syst em  m ay also shar e key heal th inf or m at ion ent ered by 

the indiv idual (s uch as over- th e-counter  m edi cati ons  and a llergies) , and  

access inf or ma t ion from Medicare Aust ralia ð such as an indi vi dual ôs or gan 

donor  st atus,  dispensed m edi cat ions funded under  the Pharm aceut ical 

Benef its Schem e ( PBS) , in form atio n about health care  events  fro m  an 

in div idualôs Medicare claim ing histo ry  and a childôs im m unisatio n histo ry .  T he 

PCEHR Syst em  will also col lect  inf or m at ion about  the locat ion of  an 

in div idualôs advance  d irect ives ( if t hey h ave one) . 

 

Fi gur e 2 : Th e PCEHR Sy st em  

The  PCEHR System  will pr ov ide a num ber of  cor e services tha t  will allow  

author ised  user s to sear ch for  clini cal  docum ents,  vi ew  clini cal  docum ents and  

access repor ts.     

A key feat ur e of  the PCEHR Syst em  is its abi lit y to pr ovi de a serie s of v iews 

over  di ffer ent  clini cal  docum ent s in an indi vi dual ôs PCEHR. These vi ew s will 

al low  user s of  the system  to easi ly see a consol idated  over vi ew  of  an 

in div idualôs alle rg ies/a dverse re actio ns, m edicines, m edical histo ry , 

im m unisatio ns, d ire ctiv es and r ecent  h ealthcare events fr om  d iffe rent  

in form atio n sources. Figur e 3 p rovides an exam ple o f a  Consolidated View. 

 

 

 

 

 

 

                                           

2  The  details of  wha t  inf or ma t ion will be  available thr ough the  na t iona l PCEHR System  will be 

subject to further consult ation with the com m unity. The content availab le in an ind ivid ualôs 

PCEHR from  July 2012 will also depend on the readiness of  ot her  healt hcar e pr ovider  

inf orm ation system s to particip ate in the national PCEHR prog ram . 

Views, Searches and 

Reports

Views

Search

Views

Search

Reports

Repository

Repository

Repository

Repository

Repository

Information Sources

Record Management

PCEHR System

Core Services

PCEHR System

Individuals and their

Representatives

Healthcare

Providers

Individuals and their

Representatives

Healthcare

Providers

MedicareReporting Users

Å Shared Health 

Summaries

Å Event Summaries

Å Discharge 

Summaries

Å Pathology Result 

Reports

Å etc

Å Consumer entered 

information

Å Medicare History

Å PBS History

Å Organ Donor

Å Childhood 

immunisations

How will it work? 
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The personally controlled electronic  

health record system 
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Individuals can: 

ÅDecide whether or not to have an active PCEHR 

ÅAccess information in their PCEHR 

ÅDecide how healthcare provider access is obtained 

(e.g. is an access code required or can any 

provider involved in care have access) 

ÅAuthorize and/or nominate representatives 

ÅControl access to documents in their PCEHR 

ÅView an activity history for their PCEHR 

ÅMake enquiries and complaints 

Personal Controls 
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Or é should we talk about TRUST? 

What is Security? 
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Security 

Inside 

What is eHealth Security? 
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What is eHealth Security? 

Security 

Between 


