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Today nehta

1. Austr al | aRvgram HtheardletoheHealth in Health Reform
2. Understanding eHealth 7 the need to secure the Health System/s

3. The Personally Controlled Electronic Health Record System (PCEHR)

I moving from a point-to-point environment to point-to-share

4. A National Security and Access Framework for Health (NESAF) 1

making a framework useful as a tool

5. The key challenges for security in eHealth
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The Health Reform Agenda nehta

Australil aodos hamadntiablerscprdt e m
Internationally.

But | 1 ke many countries &

A A lack of access exists for some significant
communities, bringing with it inequalities

A Cater for increasing demands on our health system

A We need to be able to maintain its high standard

A We must prepare for the (more electronic) future
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The Health Reform Agenda nehta

Key demand drivers for health reform include:

A An ageing population

A Increases in the prevalence of chronic disease
A Advances in medical technology and knowledge
A Better informed health consumers

A Strengthened safety & quality of healthcare

Australian governments have promoted healthcare
reform, and integral to this is eHealth T for the system,
the individuals who use it, and those who work in It.
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Impact on Consumers nehta | (¢

eHealth

A It is estimated 5,000 Australians die
each year due to adverse medical
events.l

A Up to one in six (18%) medical errors
are due to inadequate patient
information.?

A Nearly one in three (30%) unplanned
| hospital admissions in those over 75
years are associated with prescribing
errors.3
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Impact on Clinicians nehta

A Clinicians spend around a quarter of
their time collecting information rather
than treating patients.*

. A ePrescription systems in Sweden, the
— US and Denmark increased health

' provider productivity per prescription

by over 50%.°

A eReferrals in Europe reduced average
time spent on referrals by 97%. ©
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Impact on the economy nehta @

eHealth

National health expenditure as a
percentage of GDP
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The Health Reform Agenda

nehta

eHealth is one of the eight main elements of the

National Health Reform agenda.

It Is one of the most important opportunities to:

A
A
A

Reduce waste and inefficiency

natients

mprove the quality and safety of healthcare

mprove continuity and health outcomes for



The National eHealth Strategy nehta

eHealth
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NEHTAOS pur pose pehta

The National eHealth Transition Authority
(NEHTA) was established and is funded by the
Australian, State and Territory governments.

Our purpose is to lead the uptake of eHealth
systems of national significance and coordinate
the progression and accelerate the adoption of
eHealth by delivering:

A urgently needed integration infrastructure, and
A standards for health information
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eHealth

Fundamentally : Electronically collecting and securely exchanging health
information
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The E-Health Community

(data flows/sources)

eHealth

nehta e-neaitn Community v1.0

I st i \

1 1 i 1 /ﬁ
1 Public Health | 9 - Consumer :

1 & Pravention 1 a f— G—p 1 Centric 1

: Programs : g Vendors :

! ] 1 5 ] i

\ Q, Family Members Indlwduals 1\ O @, Sacums

Governance
& Regulation

‘ Primary / Community Care

v v
'\ Collaboration | Directories
= . ( —_— ;/
( ( 3
| Community, Allied Community General [ Emergency Outpatients
| & Complementary Pharmacy Care Clinics
Health Providers ’ ’ ’

{ Comms &
\_ Engagement

Prescriptions

P Hospital
a N Diagnostic
f Services
(Imaging &
- Pathology)
Aged Care Diagnostic Services Specialist Surgical, Medical Rehab / Hospital
(Imaging & Pathology) & other Sub Acute Pharmacy
{ Eqruc?t:on Diagnostic
\ ni I S S, G G S S ) G G S S G D D D S ST S G G SR G U G0 GNS UB GHD SRD U S Sy e e e e -~ 3
ST S .',G ~ Q\l {/O O\‘, \ Services /
o e N\
( i Primary / Community i : Acute / Post-Acute ! & T
| Ll ; : ik H
2 = %0 L% Q. ?
o o i ol o e e oV s e 0 e 0 e B o e s a3 - o ot 8 o o o o o s st o e =7
Monitoring
\_ & Evaluation R PESSRsei ”
S~ — dations E-Health Solutions RS
: X f
‘ Standards & = c Med Di
form Health Secure Clinical ontinuity ications iagnostic S
,S;;';m‘g,,/ 4 Identifiers NASH Messaging Terminology ofCare  Management Services Tl




NEHTAOS current V\h@h{a%
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eHealth and Security nehta

Health reform is driving the adoption of eHealth

ANot a rapid adoption of t
about communications and knowledge exchange

A eHealth Strategy - Many and varied starting points

As a rule eHealth must:
A be Clinically Practical
A be Privacy aware and Security conscious

As a program, drive outcomes for i
A Government and Business
A Clinicians and Healthcare Providers
A Consumers and patients
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Lead Implementations
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eHealth

12 Lead sites
demonstrating
different
elements of
eHealth in action

Learning from
experience and
transitioning to
the PCEHR

Legend
Q Austaian Gotetieann sees
Q NeHTA foundations

-~ -3

National E-Health Transition Authority
www.nehta.gov.au



| t 0s happeni ng n ;mekta

A More than 1,400,000 Individual Healthcare Identifiers in
use across Australia.

A More than 730,000 GP patient records have been
matched in 370 GP practices in Brisbane North, the
Hunter and Melbourne East (the wave 1 sites)

A WA, NSW, SA, VIC, QLD and ACT are using the National
Product Catalogue

A VIC has started using Australian Medicines Terminology

A NT is using Secure Messaging Delivery and ACT will use it
as part of its product and inventory control system

16 National E-Health Transition Authority
www.nehta.gov.au



The personally controlled
electronic health record nehta

®

eHealth
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Vision nehta

A Individuals at the centre of their own
healthcare

A Individuals choose whether or not to have a
personally controlled electronic health record

A Individuals will have greater involvement in
their care
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What is the PCEHR? nehta

AThe PCEHR System is a secure system which
enables individuals to store and share clinical
documents that are important to their ongoing care

A Participation is voluntary and individuals will have a
range of controls over the record

AThe PCEHR System will be underpinned by:

A Rigorous governance and oversight to
maintain privacy and security

A National standards and core national
Infrastructure
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How will it work? nehta

Views, Searches and / PCEHR System \ Information Sources
Reports

&

eHealth

A Consumer entered
information

Views
Search

Views @

Search

Individuals and their
Representatives

Individuals and their
Representatives

A Shared Health
Summaries

A Event Summaries

A Discharge
Summaries

A Pathology Result
Reports

Aetc Healthcare
Providers

PCEHR System
Core Services

Healthcare
Providers

A Medicare History
A PBS History
A Organ Donor <

Aot A Childhood
epository immunisations

Reporting Users Medicare
Record Management ) . )
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The personally controlled electronic

health record system

nehta @

is optin is not compulsory
is an enhancement to medical is not a requirement for medical
treatment treatment
is a source of selected clinicaldata | is not a substitute for normal clinical
and documents records
is a source of information to assist is not a replacement for normal sharing
enquiry of information between an
individual and their healthcare
provider
is aligned with current privacy is not immune to current sharing and
obligations reporting rights and obligations of
providers
is a distributed system of service is not a single government store of

providers working together

personal information
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Personal Controls nehta

Individuals can:
A Decide whether or not to have an active PCEHR
A Access information in their PCEHR

A Decide how healthcare provider access is obtained
(e.g. Is an access code required or can any
provider involved in care have access)

A Authorize and/or nominate representatives

A Control access to documents in their PCEHR
A View an activity history for their PCEHR

A Make enquiries and complaints
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Or € shoul d WwWRUST?@ | k about

What Is Security? nehta

Technology’
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eHealth

What Is eHealth Security? nehta
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