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Document

Purpose

The NEHTA Blueprint (hereafter referred to as the
document intended to familiarise readers with major

Information

Blueprint ) is a reference
EHealth capabilities

NEHTA is promoting and supporting for national adoption. The Blueprint also
seeks to identify other key elements of the National EHealth Architecture, and

future capabilities relevant to the devel opment of todayés

and Solutions.

Capabilities being implemented include;

and organisations, authentication and access control , secure messaging,
clinical terminologies  and information , supply chain, pathology requests and

reports, diagnostic imaging requests and reports, medication

referrals and discharge summaries , Telehealth , care planning and
coordination, national provider directories, personally controlled electronic
health records .

Readers should subsequently understand:

il

f
f
il

The current state of the health sector in Australia
The target state  being enabled and promoted by NEHTA
A high level view of the strategy, risks, benefits and approach

Where to find more information about specific EHealth capabilities

The Blueprint brings together and summarise s the key design documents

from across the NEHTA portfolio into a single living document

1

The Blueprint defines the Hfwhat 0 heaNatibnal
EHealth Strategy [DOHA11l] and the NEHTA Strateg ic Plan [NEHTA10] and sit

alongside documents from other areas within the NEHTA portfolio that deal

with outcomes realisation (the Awhyo),

Afwhoo), master plan (the fAwheno) and the

and Ahowo) .
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Scope
This docume nt describes EHealth capabilities that are part of the current
NEHTA portfolio . Where future potential capabilities have been identified they
are discussed in brief as part of the longer -term EHealth roadmap .
Audience

This document is intended for those actively working in the EHealth ? area
within Australia . It is designed to be a reference document used to promote
understanding of all elements making up the current NEHTA portfolio , and
provide guidance to more detailed documentation.

Potential r eaders include executives , policy officers, vendors, clinicians,
reference group members and technical staff (e.g. Chief Information Officers,
Program/Project/Product Managers, Architects, Business Analysts, Consultants

and Solution Developers, etc.).
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Document  Status

The Blueprint is a living document which represents a point in time snapshot
and will be periodically  updated and new versionsre leased asthe NEHTA work
programevolves. The bl ueprint is considered the organi s

Operationsd for NEHTA.

How to Readt his Document

The Blueprint is a large document and it is anticipated that few readers will
read it infull . Instead itis expected that the majority of readers will treat
this document as a reference document and refer to various sections of the
document when needed.

One approach toreading this document could be to read the first few chapters
to help consolidate your u  nderst anding of the bigger picture ; thenr ead
selected sections out of the foundations, solutions and future capability

chapters base d on specific areas of interest.

A more technical reader may be interested in the chapter on  Architecture. A
reader interes ted in change adoption may choose to read the specific chapter
on this topic towards the end of the document

21'f the reader is new to the area of E He a |Guitle,to HNdaIthT A r e c 0o mme n c
Informatics as a good introduction to the topic [C0O3].
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Executive Summary

In Australia we enjoy a health system that on the whole ensure s we have
access to quality healthcare when we need it. However, maintaining or

improving the health outcomes of Australians requires immediate,
transformational reform. As part of the reform pr ocess, the National Health

and Hospital Reform Commission (NHHRC), has identified that EHealth has a
major role to play in %

1 Fostering genuine participation by consumers by allowing them to better
manage their own care and be more informed in decision maki ng about
their healthcare and people they care for;

1  Supporting providers in the delivery of safer , more effective and more
efficient healthcare ; and

Enabling a more agile, self -improving and sustainable health sector

EHealth is viewed as a key enabler fo r change in the national Primary
Healthcare Strategy [DOHAOQ9a] and for health surveillance and
monitoring in the National Preventive Health Strategy [DOHAQ9b].

1 Implementation of the EHealth recommendations embedded in each of
these strategies will require significant levels of cooperation across the
sector. A National EHealth Strategy [DOHA11l] has been developed to
help meet these objectives [AHMCO08]. The National EHealth Strategy
puts in p lace a plan around promoting timely and secure information
sharing, stimulating investment in and the use of high priority and
scalable EHealth foundations and solutions , and underpin this with
effective governance  arrangements

The implementation  and ev olution of this strategy will require:

1 Making sure the appropriate drivers are in place to supportwidesp read
adoption of EHealth . This includes setting up a trusted approach to
governance to deliver a shared vision based on a common strategy, thus
ensurin g that the benefits and outcomes are aligned with a mix of policy
and regulatory drivers, such as claims and incentives and accreditation
requirements;

1 Collaboration with a wide range of primary/community based care
organisation s, acute/post acute care  org anisation s, and other bodies
that promote better self-managed care of individuals ;

1 Development of national infrastructure services to support health care
identifiers, security, location and other services (e.g. supply chain), as
well as standards and solutions for key healthcare processes in care
coordination, medications management and diagnostic services;

1 Collaboration with a range of IT vendors who support healthcare; and

Collaboration with government and privately operated online service
providers , such as messaging solution providers, prescribing solution
providers and imaging services.

The primary purpose of NEHTA is to support the national agenda for EHealth
by leading the uptake of  EHealth systems of national significance and to
coordinate the p  rogression and accelerate the adoption of EHealth by
delivering urgently needed integration infrastructure and standards for health
information.

3 From [NHRRCO09]
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In moving forward, NEHTA will seek to drive the adoption of a range of new
healthcare capabilities across the s ector. These capabilities will improve how
people, processes and technology can work together to achieve a range of

desired outcomes , categorised as:

1 Foundations: Individual Health care Identifiers (IHI) , Health care
Provider Identifiers for Individuals (HP I-1), Health care Provider
Identifiers for Organisations (HPI -0), Authentication , Secure Messaging |,

Clinical Terminologies and Supply Chain ; and

1 EHealth Solutions: Diagnostic Services (e.g. Pathology Reporting ,
Diagnostic Imaging ), Medication Management  Services (e.g.
ePrescriptions) , Continuity of Care Services (e.g. Referral and Discharge
Summary ), Online Services (e.g. Provider Directory) and Telehealth
(e.g. TeleMedicine)

1 EHealth Services : Foundations and solutions are combined to deliver
service or iented systems such as Personally Controlled Electronic Health
Record (PCEHR) or Conformant Clinical Repositories

The development of these capabilities supports the first planning horizon of
the national strategy for EHealth [AHMCO08].

eHealth Services

Public Services
Knowledge Services
Provider Services

Enabling Solutions and Strategies

Interoperability
Capacity Building
Communities of Interest/Practice
Provider Incentive Program

Foundation Capabilities, Policies and Strategies

Governance
Policies
Funding
Infrastructure (e.g. IHI, SMD, NASH)
Common Terminology (e.g. CTl)

Figure 2: EHealth Development Model (Source: WHO)

In implementing these capabilities across the sector, the desired outcomeis a
safer, more effective, patient centred, timely, more efficient and more
equitable health system. To ensure that these outcomes are realised a series

of measures will be put into place and used to track implementation across
the sector . Information will also be collected from a range of reference sites
to aggregat e lessons learned from implementation S.

The implemen tation of these capabilities will be supported by a change and
adoption program which:
1 Enhances engagement and collaboration across the key stakeholder
group;
91 Drives a shared understanding of EHealth and its associated benefits
across the Australian commun ity;

1 Fosters workforce capacity and education to better utilise the priority
EHealth solutions;
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1 Articulates how health processes should change with the implementation
of the priority  EHealth solutions ;

1  Supports change from a range of perspectives, includin g consumers,
providers and healthcare managers ; and
1 Facilitates a coordinated national approach to EHealth adoption .
Development of EHealth capabilities will also need to be done in the context o
a broader privacy framework, which ensures that the individ ua | pebsonal
informationis  secure and adequately protected. Assurance of clinical safety a
well as conformity assessment (commensurate to the level of risk) is also

essential to  building trustin the system.

Successful implementation of the capabilitie s described in this document will
mean that healthcare will be  significantly enhanced as consumers and
providers will be able to access the ri ght information , at the right time and
place.

10
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1

1.1

1.2

Introduction

This chapter sets the context for the remainder of the document, summarising
the current situatio  n in Australian healthcare, the change agenda, and the
role and strategic plan of NEHTA in delivering EHealth for Australia.

Current Situation

Australia has one of the top 20% health systems in the world based on the
health outcomes of its citizens *  Preserving orimproving on the current state
will be challenging in the future as the current system is straining to deal with
increasing costs, and supply and demand pressures such as a shortage of

skilled healthcare workers and an ageing population.

The changing social and economic conditions in Australia coupled with an
ageing population and the modern lifestyle has led to a shift in the burden of
disease from being mainly related to treatable communicable and non -
communicable diseases to being related mainly to chronic diseases that can

be managed and controlled but not cured. Chronic disease, including
cardiovascular disease, cancer, diabetes and asthma, is estimated to be
responsible for around 80% of the total b urden [NHPACO06].

In order to support the changing burden of disease, demand on healthcare

services has shifted to an increased reliance on primary and outpatient care,
supported by an ever increasing array of specialists and demand for advanced
diagnosti c tests and medicines. The traditional view of a single episode of care

has been blurred into a series of interconnected long running care processes
across the community.

The net effect of the change in demand for healthcare services is an
increasing cost  of healthcare delivery. Health expenditure in Australia

represented 9.7% of Gross Domestic Product (GDP) in 200 8-09, compared
with 6.3 % in 1998 -99, which suggests that health expenditure is increasing
both in absolute terms and as a percentage of GDP [AIHW 06] [AIHW10a]

According to the Commonweal th Diergengrationd nt of
Report 2007, health expenditure is projected to nearly double as a proportion
of GDP over the next 40 years [A GDTO07].

The current health system is struggling to keep pace with the demand for
health services and in many areas it is working above and beyond its
capacity.

The Future Vision for Healthcare in Australia

While the Australian  health system hasits quality strengt hs, it is under
growing pressure and the continued delivery of healthcare using the existing
fragmented health system is ill equipped to cope with these pressures. The
Australian gov ernment has recognized the challenges ahead for the Australian
health syst em and commissioned the  National Hospital and Health Reform
Commission (NHHRC) to develop a national plan for health reform

[NHHRCO9].

The vision of the NHRRC is for a sustainable, high quality, responsive health
system for all Australians, now and into t he future . To achieve thisvisiont he
NHHRC makes a number of recommendations in the area s of:

4 According to the WHO, Australia is currently ranked 32 out of 190 countries.

11
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1  Tackling major access and equity issues that affect health outcomes ,
including improving health outcomes for Aboriginal and Torres Straight
Islander people, imp  roved care for people with serious mental iliness,
support for people living in remote / rural areas, improved access to
dental healthcare, improved timely access to quality care in public
hospitals and the creation of national access targets

1 Redesigning t he health system so that it is better positioned to respond
to emerging challenges , by better embedding of prevention and early
intervention, better integrated heath and aged care services and
improvements to Medicare

1 Creating an agile self-improving healt h system for long term
sustainability , by strengthening consumer engagement and voice, better
support for the health workforce, smart use of data, information and
communications, well designed funding and strategic purchases, and

knowledge led continuousi  mprovement

1 Reforming Governance , which will seek the adoption of a Health
Australia Accord, which will shift Australi afs
health systemd with more clearly defined split
Commonwealth and States/Territories and improvements to the existing

Medicare system through Medicare Select.

The NHH RC report is also coupled with two additional strategies around
primary care and preventative care.

The preventative care strategy [DOHAQ9b] recognizes that a third of the
current health burden relates to health behavior of individuals and lifestyle
factors (especially around obesity, tobacco use and excessive consumption of
alcohol) . Therefore, prevention is a key way in which we can reduce the

pressure on healthcare services. The strategy recommends the creation of an
independent National Health and Promotion Agency, which  has a broad role in
education, promoting healthy commu nities, influencing the market and
research.

The primary care strategy [DOHAQ9a] recognize s primary healthcare as a

significant player in health reform as primary care is the fAgateway
broader health system. The Draft Strategy identifies 5 key building blocks

which are considered essential system -wide underpinnings for a responsive

and integrated primary  health system for the 21 ' century: Regional

integration; EHealth ; Skilled workforce; Infrastructure; Financing and system

performance. The aim of investment in these building blocks is to: improve

access and reduce inequity; enable bet ter management of chronic conditions;

increase the focus on prevention; and to improve the quality, safety,

performance and accountability of healthcare delivery.

In April 2010, COAG met to discuss the health reform agenda. COAG, with
the exception of Wes tern Australia, reached an agreement on health and

hospitals reform 1 the establishment of a National Health and Hospitals
Network. Th is reform isintendedto help patients receive more seamless care
across sectors of the health system , improv e the quality of care patients

receive through high  -performance standards and providing a secure funding
base for health and hospitals into the future.

In addition, a package of additional investment s will provide recurrent funding
for additional electiv e surgery procedures, additional funding for emergency
department services to implement a new four -hour National Access Target
personalised care with greater flexibility for patients with diabetes , more
general practitioners ~ (GPs) practising or in training, more specialist doctors
more aged care places or beds , new sub -acute care beds and packages of
sub -acute care.

12
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1.3

As part of the 2010/11 federal budget, in May 2010, the current government
announced a $466.7 million investment over two years into a Personal ly
Controlled Electronic Health Record system to support the National Health and

Hospitals Network.

The Case for Greater Investment in EHealth

In order meet this vision every interaction between individuals and their
providers must achieve maximum impact on health outcomes and scarce
financial and human resources must be deployed as effectively as possible.

We must further draw upon the latent capacity in the system represented by
individuals playing a more active role in prevention and self -management.
The system must move away from modes of care delivery that use time
ineffectively and rely heavily on human memory, manual paper based
processes and siloed information systems.

EHealth is a key element to reforming the health system as widespread
adoption o f EHealth technologies by healthcare consumers and providers has
the capacity to  °:

1  Ensure the right health information is electronically made available to
the right person at the right place and time to enable informed care and
treatment decisions

1 Improve communication between individuals and providers and giving
individuals electronic access to the ir health information . This will in turn
inform healthcare decisions and support individuals in manag ing and
control ling their personal health outcomes ;

1  Supporting individuals and providers with the ability to monitor
individual care plans and health status;

1 Enable the Australia n health sector to more efficiently operate as an
inter -connected system overcoming the current fragmentation and
duplication of serv ice delivery ;

1 Enable multi -disciplinary teams to electronically communicate and
exchange information and provide better coordinated health care across
the continuum of care ;

1  Provide individuals with confidence that their personal health
information is ma naged in a secure, confidential and tightly controlled
manner ;

1 Enable electronic access to appropriate health care services for
consumers within remote, rural and disadvantaged communities ;

I Facilitate continuous improvement of the health system through m ore
effective reporting and sharing of health outcome information ;

1 Improve the quality, safety and efficiency of healthcare facilities by
giving providers  and individuals  better access to health information,
clinical evidence and clinical decision support tools ; and

1  Support more informed policy, investment and research decisions
through access to timely, accurate and comprehensive reporting on
Australian health system activities and outcomes.

1 The health sector has already made an initial investment in EHealth;
however, by comparison the investment in IT in health is significantly
lower than other sectors . As a comparison, over the last 30 years, twice
the investment in IT has been spent in industries such as
telecommunications and financial services [GARTNER 04].

® From [AHMCO08]
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Internationally, there is recognition that significant investment in national

EHealth agendas needs to be made to create common platforms for EHealth
supported by a guided market place. The largest inves tors include the USA
the UK and Canada.

Failure to invest will result in a significant loss of opportunity. The Australian

Health Information Council (AHIC) as part of their future directions paper

[AHICO7] have consi dered what the opportunity cost wild.l
now:

fiwhile the debate abou t how and when to implement national action
on EHealth continues, the need for EHealth systems remains urgent
and real.

A lack of national action forces jurisdictions and healthcare service

providers to act alone, solving similar problems in relative isolation

often repeating work that could have been done just once; purchasing

third party intellectual property which might have been acquired more
cheaply through joint negotiations and creating disparate systems that

may slow or prevent integration at a later date and be unsafe.

There is a tipping point at which the amount of funds spent creating

these disparate systems wil | be so great, and integration so difficult,

that the opportunity to realise the gains from creating an integrated

system may be beyond reach and the silos of healthcare, that have

been such a barrier to the continuity of <care

1.3.1 Benefits Estimate

Deloitte Consulting has  estimated that an investment of $2. 6 billion over 10
years in EHealth in Australia will yield a benefit of  $5.7 billion in net present
value over 10 years [AHMCO08]. The main source of benefit is derived from

time saved related to manual information handing and a reduction in

avoidable hospital days related to adverse events.  Additional benefits are also
seen in the areas of improved chronic disease management, reduced

unnecessary repeat testing and reduction in tr avel.

Booz Allen also looked at how EHealth value could be better optimised and
constructed an investment model [BOOZ2010]. The Booz Allen model looked

at benefits from adopting a range of EHealth solutions. When the  EHealth
investment model is used to cal culate the economic value of these benefit
categories, Booz Allen found that the successful rollout and adoption of core

EHealth capabilities in Australia are expected to be worth an estimated

AUS$7.6 billion annually by 2020. Approximately two -thirds (AU$ 5.1 billion) of
the quantifiable  EHealth benefits in Australia can be attributed to two benefit
categories: reduced errors and enhanced adherence to best practices.

1.3.2 Realising the benefit

As many international efforts have found, realisation of benefits ar ound
EHealth can be a major challenge. A review of European initiatives
[CSC2009] highlighted a number of key lessons from these programs:

1 Implementation is more likely to be successful if it is viewed as a
healthcare reform initiative, supported by techn ology. In particular, itis
essential that the healthcare value of the shared record be understood
at the outset of the program, be designed into systems as early as
possible and continuously be re -assessed. Furthermore, as with many IT
systems, those who  create the data often wear the most significant
costs, whereas those who use the data gain the benefit. Therefore,
funding models need to reflect this difference.

1  Privacy will be a major issue for the program. Early communication
regarding options is esse  ntial .

14
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1 An effective shar ing of record s depends on effective form of unique
patient identification.

91 Certification of systems against nationally agreed standards isa must
have element of any successful program.

A comprehensive communication and engagement s trategy is essential.

1  The more the implementation is linked to policy, the more successful the
adoption will be.

A consistent finding across a number of international studies, suggests that a

O6mi ddl e outd approach based on col limdstoyy at i on b
and clinicians to create an evolving set of standards and promote dialogue

across sectors is more likely to be effective [ JAMI2009, IOSP2008] . Large
scale implementations based on centrally procured systems tend to receive

greater levels of  resistance from the community and end up being much more
expensive than initially predicted due to the high levels of customisation

required. In contrast, bottom -up approaches relying on organic growth, is
initially being cost effective by preserving exist ing systems and infrastructure,
can lead to limitations on the information that can be captured and shared for

the benefit of broader health outcomes.

A recent report on the UK Summary Care Record reiterated a number of the
lessons above [BMJ2010a] . Ital soindicated that :

1  Achieving critical mass is essential as clinicians will stop using a system
if they fail to find the information they are looking for

1 Implementing EHealth solutions successfullyis  a major social technical
challenge and harvesting ben efits will be highly contingent on the
abilities of clinical champions and change agents. These champions and
change agents need to be able to bridge different stakeholder groups,
negotiate complex interdependencies and tensions between groups and
mobilise implementation effort.

Realisation of benefits is discussed further in the section on Change and
Adoption .

1.4 The National EHealth Strategy

Both the NHHRC recommendations and the national primary care strategy

endorse the National EHealth Strategy as a means of achieving their
respective outcome for EHealth [AHMC 08] [DOHA11] . The National EHealth
Strategy sets out four streams for progressing EHealth :

1 Foundations;

1 EHealth solutions;

1 Change and adoption; and
1

Governance

15
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E-Health Strategy

Change and Adoption

E-Health Solutions

Information Service Delivery Information

)
o
=
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2

c?J Flows Tools Sources

Foundations

Figure 3: National EHealth Work Streams

The foundations stream is aimed at establishing the core foundations for
electronic information exchange across the health sector. This stream is
fundamental as, without the basic ability to share health information securely,
there will effectively be no national EHealth capability. Focal points of this
program of work include:

9 Establishing a national approach to identifiers and authentication ;

1 Implementing common mechanisms for information protection and
privacy ;

Establishin g national EHealth information standards ; and

Investment in computing infrastructure and broadband services (e.g.
NBN).

The EHealth solutions strategic work stream is aimed at stimulating the

delivery of EHealth solutions to the key users of health informa tion. This work
stream will facilitate the delivery of specific ICT systems and tools to address

the high priority needs of individuals, care providers and healthcare
managers. National consultation and international research have identified the
following set of high priority EHealth solutions:

9  Electronic information sharing (e.g. support for electronic referrals,
discharge summaries, prescriptions, tests requests/reports and care
plans, clinical research) ;

1  Service delivery tools (e.g. information access channels, decision
support tools and  Telehealth tools) ; and

1 Health information sources (e.g. Personally Controlled  health records,
directories, catalogues, healthcare reporting and research data sets and
knowledge bases)

The change and adoption stream focuses on what needs to be done to

encourage and enable participants across the health sector to adopt EHealth
solutions and change their work practices to best use the solutions effectively.
The aim is to enact national strategies (e.g. s ector architectures, communities
of practice, reference groups) to drive the adoption of EHealth in Australia to
a tipping point as quickly as possible.
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The governance element of the strategy is aimed at establishing the

framework for effective leadersh ip, guidance, management and oversight of
the National EHealth Strategy . Health Ministers have responsibility of the
national EHealth policy and strategy. The strategy also recommends
arrangements for coordinated funding and implementation and for

independ ent privacy regulation.

1.5 The Role and Strategic Focus of NEHTA

The National EHealth Transition Authority (NEHTA) will deliver key

components of the  National EHealth Strategy , endorsed by Australian Health
Ministers in late 2008. N E HT ASirategic Plan arti  culates how NEHTA will
support the National EHealth Strategy within its current mandate and sets a
clear vision for EHealth in Australia:

To enhance healthcare by enabling access to the right
information, for the right person, at the right time and
place.

NE HT Awok program will provide national infrastructure and accelerated
adoption supporting this strategic direction and a future national approach to
ensuring electronic health records are available for all Australians

151 Purpose & Mission

NEHTA6s Purpose is to |l ead the uptake of eHeal!'t
significance, and to enable the progression and accelerate the adoption of

eHealth through infrastructure integration and standards for health

information.

N E HT Apdirpose s tatement specif ically identifies how it will support the
National EHealth Strategy .

To lead the uptake of  EHealth solutions of national significance; and
[}
3
ISl To enable the progressiona  nd accelerate the adoption of EHealth
T through infrastructure integration and sta ndards for health
information.
Toachieve t hi s purpose, NEHTAOGs Mi ssion Statement

NEHTA will approach these tasks.

NEHTA is the lead organisation supp orting the national vision for
EHealth in Australia; working openly, constructively and
collaboratively with consumers, providers, funders, policy makers and
the broader healthcare industry; to enable safer, higher quality,
accessible, equitable, efficient and sustainable healthcare.

1.5.2 Strategic Priorities

In defining the strategic priority areas for NEHTA, an analysis was conducted

of multiple reports °, which describe the current state of EHealth in Australia,
recommendations, priorities, initiatives, issues, concerns and principles. Five
strategic priorities f owok prdymam bandsdefiere of NEHTAOG S
NEHTAG6s role in adoption, | mpl efBHealth ati on and i

landscape:

¢ e.g. [AHMCO08], [BOOZ09], [NHHRCO9],etc
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91  Deliver, operationalize and enhance the essential foundations required
to enable EHealth . This priority stresses the need to deliver essential
EHealth services such as Healthcare Identifiers, secure messaging and
authentication, and a clinical terminology and information service . These
will form the backbBHeath syftemaustr al i ads

1 Coordinate the progression of the priority EHealth initiatives . Some
EHealth solutions and processes provide the greatest opportunity to
improve health practice and deliver benefit . Priorities include referrals
and discharge, pathology and diagnostic imaging a nd medications
management.

1 Managethed eliveryof k ey component s POEHR pdagridmnies
A Personally Controlled Electronic Health Record will provide secure
access for patients and  healthcare providers to their EHealth records via
a range of access channels regardless of their physical location. A
mechanism for improved care delivery.

1 Accelerate national adoption of EHealth . Itis critical to increase the
awareness and uptake of  EHealth initiatives by the various stakeh older
groups, through collaboration and communication programs, incentives
and implementation support.

1 Leadthe further progression of EHealth in Australia. This priority reflects
that NEHTA has a significant role in leading the direction of the current
and future state of  EHealth in Australia.

Each strategic priority is then underpinned by a set of strategic initiatives,

which articulate the specific activity required in order to deliver on the

outcomes of the four priority areas . Strategic priorities are measured by the
success of their associated underlying strategic initiatives.

The strategic initiatives articulate specific actions and tactical information that
guides the NEHTA work program . Each initiative contains a specific set of
actions and defined  owners, and is used to measure success against its
associated strategic priority. In the context of NEHTA, a complete map of the
purpose, mission, vision statement, strategic priorities and initiatives is

depicted on the following page.
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Purpose
Statement

Mission
Statement

Strategic

Priorities

Vision:
To enhance

healthcare by Strategic
enabling Initiatives

access to the
right

information,

for the right

person, at the
right time
and place

To enable the prog

To lead the uptake of e-health systems of national significance; and

fon and I the adi

of e-health through integration infi

and dards for healith inf fion.

]
v

equitable, efficient and sustainable healthcare.

NEHTA is the lead organisation supporting the national vision for e-health in Australia; working openly, constructively and collaboratively with
consumers, healthcare providers, funders, policy makers and the broader healthcare industry; to enable safer, higher qualify, secure, accessible,

|

1. Deliver, operationalise
and enhance the essential
foundations required to
enable e-health

Jogy an

rvice

Figure 4: NEHTA Strategic Priorities and Initiatives

2. Coordinate the
progression of priority
eHealth initiatives

2.1 Enable improved
Continulty and Co-ordination
of Care

2.2 Enable safer and
improved Medications
Management

2.3 Enable im
to and use of diagnostic
information

2.4 Enable improved ac
fo heaithcare through th
of emerging technology

3. Manage the delivery of
key components of DoHA’s
PCEHR programme

3.1 Co-ordinate with relevant
PCEHR stakeholders

3.2 Deliver the core
components of the PCEHR
by July 2012

3.3 Enrich the PCEHR with
additional capabilities

4. Accelerate national
adoption of e-health
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1.1 Architecture Infrastructure Initiatives 3.1 PCEHR
and Standards Programme Mgmt

1.2 HI

e-health Solutions

1.3 NASH

3.2 Core PCEHR
1 2.1 Cont of Care
1.4 NCTIS 2.2 Meds Mgmt

1.5 Secure Messaging

2.3 Diagnostics —\L

3.3 Enriched

2.4 Emerging Tech
PCEHR

1.7 Supply Chain

Key:
Strategic Priority 1
Strategic Priority 2 >
4.1 Implementation 4.2 Collaborate with
Strategic Priority 3 Planning Stakeholders
Strategic Priority 4
4.3 e-Health Implementations —>

Figure 5: Strategic Initiative s Dependency Map
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2.1

2.2

NEHTA Blueprint

Introduction

Au st r ahedlttasseem is a complex interaction between many critical parts.
Like all complex systems, there is a delicate balance between its constituents,
which requires constructive and positive interaction to achieve mutually

beneficial outcomes. Cooperation between very different parties is a
prerequisite for success. For instance, there are multiple organisations

required to implement EHealth solutions with a requirement for cooperation
between the Jurisdictions, NEHTA, providers , consumers, and vendors.
Success will 0 nly be achieved if all parties are able to play their role.

Thisdocument out | i nes h o workN prbigfam 6 will support the adoption
of EHealth in order to improve  Australian healthcare. This section describe s:
the principles that will help govern the way forward , the community which
NEHTA will work with to deliver the desired outcomes , the major capabilities

to be developed and a scenario to illustrate how the elements come together

Strategic Alignment

The blueprint is designed to arti cul at eactNifiesland 6 mogram of work

following the NEHTA Strategic Plan in alignment with the National EHealth
Strategy. Thevalue aspects of NEHTAOGs activities, whilst
explicitly in the blueprint, can be described via the following value
dimensio ns:

1 Level of Alignment T individual, organisation, community

1 Focus of Alignment i cost, quality, access et c é

9 Activities of Alignment 1 clinical, education/research, administration

etcé

Level of Alignment

Community >
Organisation 2’
A — ‘m| 2| S
Individual /12(5] &
- [ | )
= 10 |=
] (2 @
E Cost 15 |a 9"
13| a
g —oRis 2
< | Quality Slal>| 3
L —_— 3
<} 1o 3
()] |Q
3 | > 3
) Access }
O
w
Figure 6: Strategic Alignment Value Dimensions
These value dimensions help to inform and guide specific areas of focus for
NEHTA in terms of strategic priorities and initiatives , as described in

subsequent sections  of the blueprint
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2.3 Guiding  Principles

The development of this blueprint has b een guided by a series of principles ,
which ensure that efforts towards realisation of EHealth capab ilities are
focu sed on the right kind of outcomes and are developed in such a way that

they work well in the current environment.

231 Outcomes
The introductio n of new EHealth capabilities should provide a stepwise
improvement in health system performance in one or more of  the following
8
areas °:

1 Effective ness i ensuring that care, intervention or action provided is
relevant to the patientds needs, achieves the
based on standards.

1 Safety - the avoidance or reduction to acceptable limits of actual or
potential harm from healthcare management or the environment in
which health care is delivered.

1 Responsiveness I service is client oriented and clients are treated with
dignity, confidentiality, and encouraged to participate in choices related
to their healthcare.

1  Continuity of Care i the a bility to provide uninterrupted, coordinated
care or service across programs, practitioners, organisations and levels
over time.

1 Accessible i the a bility of individuals to obtain healthcare at the right
place and right time irrespective of income, physical locat ion and
cultural background.

1 Efficiency and Sustainability T achieving desired results with the
most cost effective use of resources (i.e. avoiding wasted equipment,
supplies, personnel and energy) . Capacity of the systems to sustain
workforce and infrastr  ucture, to innovate and respond to emerging
needs.

2.3.2 Characte ristics

In painting the picture where improvements can be made, it is important that
new EHealth capabilities are designed in such a way that they meet the
National Strategic Principles

9 National I nfrastructure i deliver core elements  for enabling national
EHealth infrastructure once, rather than duplicating development costs
and efforts and increasing the likelihood of rework

i Stakeholder Engagement T actively engage key healthcare
stakeholders in  the design and delivery of EHealth solutions .

1 Incremental Approach T build long term national EHealth capability in
an incremental and pragmatic manner, focusing initial investment in
those areas that can deliver the greatest benefits for consumers, care
providers and healthcare managers

” The guiding principles presented in th is section represent the fAgold standardo.
design solutions some trade offs may be necessary. Understanding the trade offs is an
important part of the end -to-end development process.

8 Based on the National Health Performance Framework [AIHWO 9]

° From [AHMCO08]
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1 Recognising different Starting Points 1 balance active support for
care providers with less developed capability, while not constraining the
ability for more advanced participants to progress

1 Leverage 1 more effectively leverage and scale EHealth activity across
the nation.
1 Balancing Alignment and Independence T drive alignment of

national EHealth activities whilst not unnecessarily limiting the ability of
healthcare participants and vendors to implement locally relevant
solutions .

1 Relevant Skills T ensure sufficient numbers of skilled practitioners are
available to support  the delivery of the Nati onal EHealth Strategy .

To reflect NEHTAOGs strategy, NEHTA al so adopt s

1 Delivera Trusted Solution 7 trust inthe systems must be engendered
through a commitment to ensuring that the capability

0 Is s ubjectto a trusted approach to governance ;
o Compl ies with all legal requirements ; and

o0 Promote s a privacy -positive approach by recognising individual
and provider perceptions of privacy.

1 Facilitate Ongoing Interoperability T sothat all systems that
participate in the national EHealth environment, have the ongoing ability
to exchange information and safely use the information that has been
exchanged. To foster interoperability, it will be necessary to ensure that
implementations are:

0 Basedon International and  Australian Standards and where
appropriate standards do not exist, they need to be created,;
and

o Independently tested where the risk of poor conformance to
standards can create clinical safety risks.

2.3.3 Community Model

In designing capabilities within the blueprint, there are a number of
communities that need to be served (Refer Appendix A) . These include:
1 Consumers 1 including the individuals themselves, their family
members and their carers. This also extends to working with
organisations that promote public health and prevent ion programs as
well as those organisations that support self -managed care.

i Primary/ Community Based Care 1 organisation s and their staff,
including, but not limited to: general practices, community pharmacies,
allied and complementary healthcare providers , diagnostic imaging and
pathology providers, specialists and aged care services.

1 Acute/ Post Acute Care T organisations and services, including, but
not limited to: admissions, emergency care, outpatient care, surgical

and medical care, rehab and sub -acut e care units, hospital pharmacies
and hospital diagnostic imaging and pathology providers. [Does this
include Medibank Private, MBF, Medicare]

1 Vendors 1 who provide products and services to support
primary/community based care, acute/post acute care and consumers.
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1 EHealth Services 1 operated either by public or private sector service
providers and deliver online  EHealth services, such as secure
messaging, directories, prescription services, diagnostic services, State /
Territory and Regional  Individual Electronic Health Records (  1EHR),
Personal Health Records (PHR), Registries and other Secondary Use
Services.

The EHealth community will be supported by a range of foundations (or
national infrastructure) and standards for EHealth solutions.

To foster wi de spread adoption of  EHealth , a number of other  change and
adoption elements will need to be in place as well. These include: governance

and regulation, collaboration program s, communications and engagement,
training and education, monitoring and evaluat ion, standards and  conformity
assessment .
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Healthcare  Capability Model

NEHTA will seek to drive the sector wide adoption of a range of  new
capabilities as well as enhancements to existing capabilities . These
capabilities ° will improve how people, processes and technology work
together to achieve a range of desired outcomes, thereby making healthcare
more effective, safe, responsive, continuous, accessible, efficient and
sustainable.

The healthcare capability model consists of two main areas: Foundations and
Solutions.

E-Health Solutions
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Capability on NEHTA Potential Future
work program Capability

Figure 8: Capability = Model

Foundations provide the common infrastructure and standards crucial to
enabling a consistent approach to interoperability across the healthcare
sector . These foundations include : healthcare identifiers ; a uthentication ;
secure messaging ; ¢ linical terminologies and supply chain.

Foundations alone will not be of value unless individuals and providers have

access to a wide ra nge of solutions that leverage the foundations. EHealth
solutions provide a means of realis ing the benefits of  EHealth in the context of
specific healthcare delivery processes. The NEHTA work program is currently
commissioned to look at standards and inf rastructure to support EHealth
solutions in the following areas : Diagnostic  Services (such as Pathology and
Diagnostic Imaging), Medications Management, and Continuity of Care (such

as referral and discharge summaries).

Y“The term ficapabilityo i n thé@®penGroomArchitectureEramewsk from T
(TOGAF) and describes  how a desired business outcome will be supported by a range of
people, processes and technologies [TOGAFO09].
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These capabilities lay the foundatio ns for future capabilities identified in the
National EHealth Strategy. This may include enhanced support for care
planning and coordination, personally controlled electronic health records,

secondary uses of information and registries, decision support, Telehealth
etc.
The sections below describe  the capabilities currently on the NEHTA work

program including:

1 Current State I describes the current situation, which include s any
necessary context and background information, the current state
process map that describes the key parties involved in the business
capability, and a list of key issues associated with the current process.

1 TargetState 1 describes how healthcare proce sses could work in the
future once the NEHTA work specifications, standards and infrastructure
are implemented. The topics will be:

0 The desirable future business processes and dew features 0(i.e.
key business functions or business use cases) that will be
facilitated by the NEHTA work program;

0 Solution View, which describes at a high level the technology
that will support the future process ; and

o0 Whereto findf urther information.

2.5 Scenario
The following scenario s illustrate how all the EHealth capabilities will come
together to support the delivery of healthcare. The following scenario s are
limited to the  products and capabilities currently on the NEHTA work program

to June 2012
Samantha Ryan

The patient in this scenario is Samantha Ryan. Sama nthais a 38 -year-old
shop owner. Other than asthma, which she manages using Pulmicort 400mcg
turbuhaler and a Ventolin metered aerosol, she is in good health.

Initial  incident and visit to a local General Practice

The scenario starts with Samantha fall ing heavily on her left hand on the way
to work. As her hand and wrist is feeling quite painful, and her regular

general practice is closed for the weekend, she decides to attend a local

general practice near her shop in Sunnybank, Queensland.

At the loc al practice, she sees Dr Indra Sharma, who assesses her. Physical
examination of her lefthand suggest s a scaphoid fracture as she is tender

over the base of her left thumb. Dr Sharma recommends that Samantha get

an X -Ray of her left hand and wrist. In a ddition to this, Dr Sharma provides
some analgesics ( Panadeine Forte sample pack) to help manage the pain.
Samantha agrees to go ahead with the diagnostic images and to have her

hand splinted. Samantha catches a taxi to the radiology service.

When Samant ha first arrives at the Sunnybank Practice, the staff request her

details to confirm her Medicare entitlements and to retrieve her IHI from the

HI Service viathe ir Practice Management Sy st em. Samanthads | HI i s
stored within the local record and availa ble for future health events.

Samantha provides contact details of her regular GP (Dr Andrews) so copies

of reports can be sent to her.

Dr Sharma creates an electronic request for an X -Ray, which is sent to an
online diagnostic imaging service (a reposito ry which stores requests, reports
and i mages) along with Samant hlardshel HI , Dr Shar

Sunnybank Hills Practice HPI  -O.
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The electronic request is created by the local practice system and has a

SNOMED CT code embedded with the type of image request. Dr Sharma did

not need to know the SNOMED CT code as the code came from a SNOMED -
CT- AU reference set which has a list of popula r imaging requests in it.

The request itself will be communicated to the request service based on
NEHTA secure messaging specifications and encrypted using NASH
certificates.

At the conclusion of the visit, Dr Sharma gives Samantha an information
sheet a bout the X -Ray with a bar code printed on it. The bar code is used to
retrieve the electronic request.

& The Incident

Samantha Ryan
falls on her hand

Diagnostic Imaging Provider

Samantha has an x-
ray of left hand and
wrist

General Practice near Samantha's work

She sees Dr Sharma, Sam returns and Dr Sharma reviews
who assess her, and images, discusses treatment
sends her for diagnostic and refers Samantha to an
images Orthopedic Surgeon

Samantha attends
a general practice
near her work

Hospital Orthopedic Practice

On Discharge a
Discharge summary is < Samantha is admitted Samantha books in
sent to Dr Sharma and has surgery for Surgery
and Sam's regular GP

Dr Sullivan assesses
Samantha and
recommends surgery

Samantha's Regular GP

Samantha's ongoing

care is managed by
her regular GP

Figure 9: lllustrative Scenario

Visit to Diagnostic Imaging Provider

Samantha visits a diagnostic imaging centre of her choice to have an X -Ray.
She uses the list from Dr Sharma that details the diagnostic imaging centres
in the area that are open on a Saturday morning.

When Samantha arrives, she presents the information sheet wit h the bar code
to the front desk , staff use the bar code to retrieve the electronic request.

The diagnostic imaging centre now has access to the electronic request. In
addition to this, there is the potential for the technicians and radiologist to
access prior images from the online imaging service to help with reporting
(and potentially positioning).

Once the images have been taken and the radiologist has completed the

reports, a copy of each report and the images are placed on an online imaging

serviceand the requesting provider and Samanthads re
that the images and report are available.

I'n both the request and the report case, both cor
the requesting and r epodandHR gO. Botlotheired guest s HP |

and report contain SNOMED  -CT codes for the request type and report

outcomes. The messages in both these cases are sent using NEHTA secure

messages and encrypted using NASH certificates.

Returnto  Local General Practice
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Samantha returnsto  the S unnybank general practice . The X -Ray report (and
any images) have been downloaded and matched to her record using her IHI.

The X-Ray shows a displaced fracture of her left scaphoid . On the basis of the
results, Dr Sharma recommends orthopaedic interventio n for management of
the scaphoid fracture. Samantha agrees, and is referred to an orthopaedic

surgeon, Dr Sullivan.

When Dr Sharma creates the referral, her local practice system uses Dr

Sul |I'i v a+l énd hispRittices HPI -0 as part of the referral. The referral is

sent electronically to Dr Sullivands system us
specifications and encrypted using NASH certificates. A copy of an access key

is also included in the referral, so that Dr ¢

Rays. Dr Sharma also sends a copy of the electronic referral to Dr Andrews,
Samant hads regul ar GP.

Visit to Orthopaedic Practice

Samantha contacts Dr Sullivanoés office and booc
Samantha attends the appointment with Dr Sullivan, his system al ready has a

copy of the electronic referral and has already downloaded copies of her

radiology reports and images. These records are stored locally against

Samant hads | HI

During the consu ltation, Dr Sullivan recommends surgery, which Samantha

agreesto. Vi a the front desk at Dr Sullivands of fi
surgery at her preferred private hospital T the Sunnybank Private Hospital.

Surgery at  Hospit al

On the day of her surgery Samantha is admitted to Sunnybank Private
hospital. Samantha hash  er surgery and at the conclusion of her hospital
stay, the clinical staff at the Sunnybank private hospital , complete an
electronic discharge summary.

During admission, the admissions staff retriev
Medicare card and the HI Serv ice. They also retrieved the HPI -land HPI -O of

her regular GP (Dr Andrewbdés) and the referring
The discharge summary contains Samanthaés | HI
CT. The report is sent electronically to both Dr Sharma and Dr Andrew 0s

using NEHTA secure messaging specifications and encrypted using NASH
certificates.

Further Follow Up

Samantha returns to her regular practice for ongoing care. At this stage her
regular GP, Dr Andrews, will have received copies of the imaging reports,
referral to Dr Sullivan and Discharge Summary from the Sunnybank Private
hospital.
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High Level EHealth Architecture

Introduction

Itis essential that NEHTA articulate the end -to-end application of eHealth
solutions in the health system, incorporating a layered approach to
interoperability with technology - specific integration. This is required in order
to communicate the broader activity a round eHealth nationally, demonstrate
how seemingly isolated technology projects integrate, and explain how these
eHealth applications will form a foundation for improved access to trusted

health information and a PCEHR.

The intention of this section is to provide a more technical audience with an
overview of the major architectural elements and how they can be used
locally. This section is structured as follows:

1 Architectural Approach;
Current State Architecture;
Target State Architecture;
Standards;

Integ ration Architecture;

Security and Access Framework; and

=A =4 =4 -4 4 =4

Information Architecture.

Architectural Approach

A key driver behind the national approach to EHealth is to facilitate
interoperability — across the Australian health sector in order to improve health
system outcomes around effectiveness, safety, responsiveness, continuity of
care, accessibility, efficiency and sustainability.

The IEEE defines interoperability as:

fiThe ability of two or more systems or components to exchange
information and to use the in formation that has been exchanged 0

In order to facilitate interoperability, NEHTA promotes the use of a service -
oriented architecture (SOA) approach [OASIS -SOA], [OG - SOAREF] combined
with latest national and international architecture standards, independen t
conformance testing (where required) and a natio nal change and adoption
program.

SOA is a paradigm for organi  sing and uti lising distributed capabilities that may
be under the control of different ownership domains (i.e. federated) . SOA
provides a uniform means to offer, discover, interact with and use capabilities

as well the ability to compose new capabilities from existing ones 1 Atthe
heart of a SOA, is the noti on mechaniamtdéser vi ce 6.
enable access to one or more capabilities, where the access is provided using

a prescribed interface and is exercised consistent with rules and policies as
specified by the service description 2 It is this service description that
provides t he contract for interoperability between parties involved in service
orchestration and choreography, while respecting policies of the

organisational domains.

™ SOA definition from [OASIS ~ -SOA]
2 Definition from [OASIS  -SOA]
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As part of the process of specifying a service, it is important to understand
expectations from a  range of architecture viewpoints 13 'including:

1 Enterprise ( Business ): concerned with the  description of the purpose of
a system, and the specification of roles and responsibilities associated
with respective organisational domains; the aim is to represent
organisational structures, their processes as well as policy elements that
constrain behaviour of roles as they participate in the processes

1 Information: concerned with how clinical, administrative or statistical
information should be represented and interp reted

1 Technical: concerned with the technical components and functionality for
implementing and  delivering EHealth services ; this is a broad set of
concerns which can be further categorised in three distinct architecture
viewpoints, namely

o Computational: concerned with the description of EHealth
applications in terms of computational objects and services they
provide ;

o Engineering: concerned with representing infrastructure mechanisms
and common functions that can be used by the computational objects
and s ervices ;

o Technology: concerned with existing resource requirements, such as
the specification of existing (legacy) systems, implementable
standards and conformance approach.

In developing specifications, NEHTA recognises it is important to separate out
sol ution specific concerns from broader business requirements. NEHTA does
this by first agreeing on the concept of operations to support the enterprise
viewpoint, for a new capability with key stakeholders and then working with
reference groups to identify a more detailed and technology independent set
of requirements for the information and computational viewpoints. The final
stage of development is to then work with the industry to develop technical

specifications, profile international standard(s), agree on conformance tests
and other technical material to support the engineering and technology
viewpoints.
Enterprise
/,,.‘—”' Viewpoint %
.--// T N
! ».\
I
s Health .
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Viewpoint : Viewpoint
or Solution
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Engineering | o Technical
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Figure 10 : National EHealth Framework Viewpoints

3 For more information on the viewpoints, please refer to the NEHTA interoperability framework
[NEHTAOQ7]. A similar model is currently in development by the HL7 Community and is
referred to as  Service Aware Interoperability Framework (SAIF).
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National EHealth Framework

The National EHealth Strategy states:

In order to build world class EHealth capabilities Australia should
embark on a strategy of national EHealth coordination and alignment.
This will involve the establishment of national frameworks and
infrastructural compo  nents that can be leveraged at N ati onal, State
and Territory, regional and local levels to deliver solutions that are able

to be integrated and share data across geographic and health sector
organisational boundaries.

The National EHealth Framework [NEHTA11l] developed by NEHTA contributes
to addressing this challenge by providing the principles, approaches and
common language needed to support the building of cross -jurisdictional and
cross -organisational EHealth systems at the national level.

The framework thus provides a shared language for

- defining business context
- designing EHealth solutions/infrastructure
- supporting standards  -based conformance and implementations.

The framework and its elements are aimed at the following stakeholders
groups:

- healthcare providers 1 to support designin g fit -for -purpose EHealth
systems

- system and software vendors - to facilitate delivery of interoperable
EHealth infrastructure and  EHealth solutions

- system integrators i to integrate new and existing systems

- systemtesters 1 to ensure that the vendor solut ions are high quality
and satisfy specifications

- policy regulators T to define operational regimes for EHealth systems

and assess the benefits delivered.

The concepts of the framework are arranged according to the different
stakeholders concerns and are li sted in the matrix below.

The matrix is structured according to the different stakeholder viewpoints,

namely the enterprise, information, computational, engineering and

technology, as per the ISO RM -ODP standard, augmented with the additional
refinementi n terms of conceptual, logical an implementable perspectives.
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Figure 11 : National EHealth Framework - Viewpoints
Framework Viewpoints
Enterprise viewpoint
The enterprise viewpoint is concerned with describing the scope and purpose

of the IT system. This viewpoint relevant to the strategic aspects of the

system of concern to CxOs, managers and SMEs defining operational policies,
owners of business processes, subject matter experts, end users. It is also
relevant for supportin g IT roles such as business analysts and business
process modellers, who capture business requirements and develop business
processes, policies and collaborative arrangements between the stakeholders
involved.

Information viewpoint

The information viewpoin  tis concerned with the representation of information
in the system and is relevant for business (i.e. clinical and administrative)
stakeholders and information modellers. The major contribution here is

expected from subject matter experts (i.e. clinicians ), health informatics
experts, (i.e. clinical terminologists and informati tians) and information
architects who document information components and the appropriate clinical
terminology concepts according to their preferred style of expression.

Computation al viewpoint

The computational viewpoint is concerned with describing the functional
decomposition of the system into computational objects which interact at their
interfaces, including description of technical services that objects offer and
other objects consume, i.e. service contracts in general terms. These objects
describe key functionality of the system to be built, while assuming that
necessary infrastructure support and services are specified elsewhere, using
engineering and technology viewpoint con cepts described below.

This viewpoint is mainly relevant for solution architects and software
developers, although a high level computational description of the interaction
between IT systems and users may also be used. This can be a refinement of
the inte ractions defines in the enterprise viewpoint and can involve SMEs and
business analysts.

Engineering viewpoint

—_——————
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The engineering viewpoint includes definition of mechanisms and functions

offered by infrastructure services (i.e. middleware) to support distrib  uted
interactions between computational. Examples of such functions are

repository (e.g. storage and information organisation function), security (e.g.
access control, authentication, security audit, integrity and confidentiality
functions), network servic  es (e.g. naming services, time services and
directory) and type repository functions.

The engineering viewpoint is relevant for those who are providing
infrastructure services and functions, such as system architects, network
architects, security architect s and middleware specialists.

Technology viewpoint

The technology viewpoint is concerned with the implementation stages and

provides a link between specifications, expressed in terms of other viewpoints
above, and the real implementation. This viewpoint is relevant for those who
are implementing and testing systems and need to decide on a number of

factors when developing a concrete solution, including:

- technologies available for the implementation (hardware, network
products and infrastructure software)

- standards to be used

- current landscape constraints that need to be taken into account, e.qg.
existing legacy systems or services that need to be integrated with the
new system.

Some of these choices may reflect business or policy requirements of a
particular organisation, e.g. the use of open source products.

This viewpoint may also need to be used to guide developers in providing
additional implementation level detail that they need to specify in their

products to state how conformance testing against specif ications can be
performed in the products. The viewpoint is relevant when providing other
implementation -related detail, such as configuration and implementation

guides and processes for procuring or developing technology artefacts for
implementation. Iti s intended as a guide to help implementing EHealth
specifications for specific organisations and it can be of value for specific
implementation projects, such as lead implementations.

Viewpoint correspondences

The viewpoints described are a mechanism to s upport separation of concerns
of different stakeholders when considering one system. The fact that the

subject of the specification is a single target system implies the need to

identify linkages between the concepts specified using different viewpoints.

For example, a business process typically involves exchange of information

objects or invocation of technical service. In order to complete system

specification, correspondences need to be identified between concepts from
different viewpoints. In terms of stakeholders involved, these
correspondences can be regarded as a set of their agreements about the
relationship between their views on the system.

Enterprise architects, who are concerned with an overall architecture of the
system, are particularly inter ested in viewpoint correspondences ensuring
overall consistency and integrity of the system.

Design Abstraction  Layers

The rows of the matrix provide an additional level of detail to further

categorise the viewpoints according to the needs of different stakeholders.

The rows categorise each of the viewpoint concerns in terms of conceptual,

logical and implementable abstrac tions. This separation is in line with the HL7
practices, in particular the recent requirements to support multiple

interoperability paradigms (messages, services and documents), while also
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allowing for multiple target technologies for implementation, both information
and behavioural types.

Stakeholder
Centric
Conceptual
% Logical
O
Implementable

Platform
Specific

Figure 12 : Layers of Abstraction in the Architecture

Conceptual

The conceptual layer focuses on the subject matter expert (SME) view of a

specific health care area. At this level, the details of the structure and

processing of the system may not be specified. For example, a conceptual

map could be used to represent key information components in a PCEHR

system. Depending on t helev8l MMLickss didgiamsceuld a hi gh
also be used to depict key classes and their relationships, without mentioning

their attributes and operations and thus not considering the IT representation

of information.

The conceptual layer is independent of the interoperability paradigm chosen
(message, serv ice or document).

Logical

The logical layer brings in the IT detail in terms of its support for the
behavioural and information description of the IT system itself. The logical
layer will differ depending on the type of interoperability paradigm chosen,
and will typically use UML or HL7 modelling notations.

Note that, depending on the system and the SME
models can be categorised as logical models. One example is when all
business services are supported by an underlying system, su ch asin a fully

automated payment system.

Although the distinction between conceptual and logical may be blurred at
times, the key point is that all the relevant models need to be provided to
ensure a complete system specification.

Implementable

This lay er is concerned with the specific choice of technology used to describe
the elements of the IT system, such as a specific information type system, a
specific vocabulary, specific technology to support interactions between
components in the system (e.g. WSD L or REST), specific access control
security mechanisms and so on.
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Figure 13 : National EHealth Framework i1 Design
Using the National EHealth Framework
It is important to note that the National EHealth Framework is not an

enterprise or solution architecture framework and therefore does not support
all the architectural requirements of those contexts. Rather, the emphasis is
on supporting coexistence of multiple such frameworks, allowing individual
archi tectures to emerge and multilateral interactions to be enabled, while
adhering to a layered set of interoperability and architecture obligations.

Therefore, the Framework can be used to instantiate specific enterprise
architecture frameworks or solution ar chitecture frameworks and NEHTA itself
is using it to define its own NEHTA Solution Framework.

Figure below illustrates how the National EHealth Framework provides a
foundation set of concepts and principles which can be further refined through

its localis ation for a particular organisation or domain of interest (in this case,
the NEHTA Solution Framework). Each localisation thus provides further level

of architecture detail or application within a broader context.
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Figure 14 : Nat ional EHealth Framework 1 Landscape
The various architecture frameworks and specifications discussed previously
serve as a basis for the development of interoperable EHealth system
implementations. The existence of a common architecture and system build
approach based on the National EHealth Framework thus supports systematic
conformity assessment practices while promoting increasing level of
interoperability outcomes and inn ovation.
More Information
b For further information about the National EHealth Framework,
consult the NEHTA document: ONati on

Overview and Specification Framewor Kk

Current State Architecture

In terms of general ICT uptake, Australia is one of the most ICT enabled
societies in the world. At the end of June 2009 there were 8.4 million active
Internet subscribers in Australia, with 57% of subscribers using a download
speed of 1.5Mbps or greater [ABS 8153] . The existing Internet capability in
Australia is able to support most current EHealth applications , and once
implemented the NBN will extend broadband support to enable innovative

future uses of EHealth .

The current healthcare system operate s in a mixed mode of using paper
based and electronic based systems for collecting and sharing health

information. A number of different EHealth applications are in wide use in a
number of different areas in the health sector including: patient

administra tion systems, clinical information systems, diagnostic imaging
systems, pathology systems, practice management systems, etc.
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The National EHealth strategy noted that during the consultation process that
there is strong support for EHealth within Australia  and stakeholder s
recognize the potential efficiency , quality and safety benefits it can bring.
Coupled with this widespread support, there was also a high degree of

frustration with the current pace of progress. Progress  traditionally was too
piecemeal /fragmented ** and lacked sufficient levels of investment and

national coordination. This collective desire for a more nationally coordinated
approach led to the creation of a national EHealth strategy and subsequent
formation of NEHTA

In terms of specif ic groupings, the following common themes are emerging
across the community:

1 States and Territories: All State and Territory Governments are in the
process of either defining or implementing some form of jurisdiction
wide EHealth strategy. These strategi  es typically involve substantial
government investment on the upgrade of core IT infrastructure or the
implementation of clinical information systems across the acute sector.

Common classes of systems in use in the States and Territories include
patient ad ministration systems (PAS) used in smaller regional facilities

to fully developed clinical information systems capable of interfacing

with emergency department s, theatre booking, pathology, radiology and
pharmacy systems. Most States and Territories are s omewhere in
between and may have different mixes of capabilities from one health
service area to another

It should be noted that all Australian State and Territories are at

different stages on their EHealth journeys and while they all use

common classes of systems, they need to take different implementation
approaches to match requirements and solving their local challenges.
However, these various EHealth initiatives should result in the
establishment of s tate and territory =~ EHealth platforms that provide the
basis for integration with national infrastructure.

1 Primary Care: Over ninety -five percent of general practitioners have
computerised practice management systems according to the Australian
Medical Asso ciation (AMA). The majority of GPs using a computer at
work used it for printing prescriptions, recording consultation notes,
printing test requests and referral letters and receiving pathology test
results electronically. Roughly one third of GPs keep 100 % of patient
information in an electronic format and the remainder of practice s use a
combination of paper and electronic record S.

The uptake of systems within community pharmacy is quite high due to
the business necessity for pharmacists to manage their stock or print
labels for dispensed medicines.

Outside of general pract ices and community pharmacies, for example
within allied health, uptake is fairly low.

1 Specialists: A Royal Australian College of Physicians survey of 1,266
specialists found that 97.5 % of respondents had access to computers at
work [ODWO09] . Most specialists are currently using practice
management systems at their front desk for billing and booking and
take up of clinical systems within consulting rooms varies as much as
10% to 40% (dep  ending on the speciality).

1 This view was also reflected in a report by the Boston Consulting Group (BCG) in 2004. The
BCG undertook a system wide review of EHealth related activities across all jurisdictions in
Australia [BCGO04]. T  he review identified over 360 current or planned EHealth initiatives.
The large majority (more than 70%) of these initiatives are small localised initiatives with a
budget of less than $500,000.
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3.4

1 Private Hospitals: There are a number of different systems used
across private hospitals, employed under different software
implementations and underlying supported platforms. Their level of
sophistication and function varies fr om patient administration systems
(PAS) used to provide billing and booking in smaller day surgeries to
fully developed clinical management systems (CMS) capable of
interfacing with theatre booking, emergency department s, pathology,
radiology and pharmacy systems used in some of
groups. Outside of the not for profit hospitals, it is not uncommon for
clinical information systems to be operated by the specialists.

1 Diagnostic Services: Private pathology and radiology providers have
embrac ed ICT in order to be able to support their increasingly
automated businesses and advanced diagnostic equipment. Pathology is
one of the more advanced users of ICT engaging a range of different
vendors who supply systems into this space as well as support ing the
delivery of electronic pathology reports. Similar levels of advanced
usage can be seen in diagnostic imaging with range of different vendors
who supply both picture archive systems and radiology information
systems into this space.

Target State Arc hitecture

In the context of a national approach to EHealth , local systems at the point of
care or in the home will be able to access a range of services, including:

1 National infrastructure services, including, but not limited to, Healthcare
Identifier Ser vice, NASH, NPC, CTI, SMD etc; and

1  Public or private operated online services, including, but not limited to
pathology services, radiology services, prescription exchange services,
etc.

As illustrated in Figure 15 below , the interfaces for these services w ill be
based on national and international standards and other agreed specifications.

t
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NENEA National eteatth Architecture Version 2.0
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Figure 15 : National EHealth Architecture
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3.4.1 Local systems

In developing national approach to EHealth , it will be important to recogni se
thatth e Australian Healthcare Sector will come from a number of different
starting points , including different:

1 Levels of priority for investment in EHealth ;

1 Mixes of legacy systems (e.g. paper or electronic), recently purchased
electronic systems and plans for procuring new systems; and

1 Levels of skills around the implementation of EHealth .

In moving forward, the national approach to EHealth will need to
accommodate these differences and support a repeatable process 5 for
replacing systems, upgrading existing systems and integration of legacy
systems.

Depending on the functionality already built into the local systems or provided
by other online services (e.g. secure messaging services, portals, etc), the
types of enhancements made to these systems will need to support a range of
func tions, including enhancements to:
1 Administration functions, to support new capabilities around identifiers
(i.e. IHIs, HPI -Is and HPI -0Os);

91 Clinical functions, to support new capabilities around pathology,
diagnostic imaging, medications management, refer rals and discharge
summaries; and

1  Service delivers tools, to enhance the quality and safety of care, by
providing access to decision support tools for: Medication Management
Diagnost ic Services and Continuity of Care.

1  Solution integration support for:

Secure messaging, including provision of secure end point for sending
and receiving messages and delivery of end point location services
to permit discoverability of service;

Integration services for converting different messaging formats,
terminologies and i dentifiers; and

Security services for authentication, encryption, digital signing and
audit.

nehta eHealth System Types [Application Architecture] — Reference Model Version 2.0
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Figure 16 : EHealth Systems

5 Making this process repeatable is an emerging area and N EHTAO6s initial thoughts on
described in the NEHTA interoperability maturity model [NEHTAOQO7a].
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3.4.2 Standards Based Information Sharing

In order to facilitate interoperability across the health sector, NEHTA will work
with stakeholders to develop an agreed set of specifications and standards to
facilitate the effective sharing of health information.

Standards and specifications that need to be supported include:

1 Foundation capability standards and specificati ons for identifiers,
authentication, secure messaging, clinical terminology and supply chain;
and

1 EHealth solution capability standards and specifications for discharge,
referral, medication management, pathology and diagnostic imaging.

3.4.3 National Infrastruc ture Services
In order to facilitate the sharing of electronic information, a number of
national infrastructure services will be established, including:

1 Healthcare identifiers Service  , which manages he althcare identifiers
(HI) .

1 National Authentication Service for Health (NASH).

1 Supply Chain and National Product Catalogue (NPC).

In the future a range of additional national infrastructure services may also be
established.

3.4.4 Online Service Providers

Online EHealth Service Providers , are operated by the pu  blic and/or private
sector, and deliver a number of consumer and provider centric services,
including:

9  Consumer Portals and ASPs that deliver a consumer oriented view on
health information;

1 Provider Portals and ASPs that deliver a healthcare provider orie nted
view on health information;

1T Directory Services that deliver o6yell ow pages?®
healthcare services and providers;

1  Prescription Exchange Services that support the electronic transfers of
prescriptions.

1  Online Diagnostic Imaging Service Providers that deliver online services
for managing diagnostic imaging requests, and repositories for accessing
prior reports and images.

1  Online Pathology Service Providers that deliver online services for
managing reques ts, and repositories for accessing prior reports and
images.

1 Personal Health Records providers, which provide consumer oriented
ASP specialising in electronic health records;

91  Other electronic health records (EHRS), that aggregate health record
informatio n from a range of sources within either the public or private
sector; and

9  Other registries and repositories.
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3.5

Standards

Although electronic communication of clinical information is possible in the

current environment, there are significant issues when sen ding information
from one provider to another. The issues arise from many different competing
solutions at every step of the way around what information should be shared,

when information should be shared, the type of information to be sent, the

formatit should be delivered in, and the technology to be used when sending
the information.

To alleviate this problem it is essential that a nationally consistent standards
and specifications for electronic information sharing be developed, which:

Support an agre  ed set of capabilities ;

Enable the O6meaningful 6 exchange of
be safely assimilated and stored in receiving systems;

Ensure a common approach to connectivity; and

Ensure that a diversity of both new and existing systems a s well as

locally developed versus internationally developed system s are able to

successfully participate in electronic information sharing.

Whil st standards are effective in many sectors, the success of standards in

EHealth has been less effective. In order to address this weaknesses, NEHTA
will:
1 Consolidate national requirements for standards relating to items on the
NEHTA work program.

I Use a consultative approach to accelerate the identification, agreement
and development of  those standards within their relevant Standards
Development Organisations (SDOSs)

1 Reduce variability in ~ standards implementation by:
Further specifying and profiling the standard/s ;
Developing guidelines for standard and profile implementation ;

Building co mmon products based on these standards for use in

particular domains (such as Reference sets of SNOMED CT) ; and

Providing mechanisms to test conformance with the standard .

1 Influence the strategic direction and governance of Standards
Development Organisati  ons (SDOs) so that they:

Have clear management structures to help resolve conflicts ;
A strategic work plan that meets national requirements ; and
Provide a framework for debate, but drive to a solution

1  Support harmonisation of standards to reduce the num ber and
inconsistency of approaches

9  Accelerate the pace of standards development and adoption through
provision of resources and tooling that can support more rapid
development and implementation of EHealth Standards.

In order to achieve NEHTAGO6s i mmedi at e
program, NEHTA will focus on mechanisms to leverage, agree and implement
arange of technical standards and specifications initially around secure
messaging and healthcare identifiers , car e management, diagnostic services
and medication management.

NEHTA will develop these s  pecifications by first agreeing the requirements
with relevant parties, such as peak clinical bodies, jurisdictions and the
consumer representatives . These requirement s will then form the basis for

nf or ma

goal s ar
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working with the industry via Standards Australia to profil e the relevant
international standards for the Australian market.

Key SDOs for NEHTA include:

1 Standards Australia, and particularly the 1T14 Committee, is the most
critical national standards organisation for NEHTA ;

1 Internationally, ISO, HL7, IHTSDO and GS1 are the other critical
international SDOs for NEHTAG6s wor k. Coordi nse
programs is an essential element of this activity ;

1 Liaison with th ought leaders in the area of standards, such as the
open EHR Foundation, is also considered important.

Currently, arange of potential  standards have been identified by NEHTA as

being relevant to the implementation of EHealth solutions. These standards
are identified in the relevant capability descriptions in previous sections of this
document . Of those standards, the following standards are pivotal:

1 AS 4846/5017 for  healthcare identifiers;
1 Web Services and XML for Data exch ange;

1 HL7 V2 (AS 4700.2 Series) and HL7 Clinical Document Architecture for
health communication messaging ;

1 Methods for capturing and recording business requirements for clinical
content (including HL7 templates and EN 13606 archetypes);

1 SNOMED CT for Clini cal Reference Terminology (mappings between
SNOMED CT, ICD 10AM, ICPC and LOINC are also considered essential) ,
and

9  GTIN for Product Identification

In the absence of specific recommendations from NEHTA on standards to use,
implementers in the Australian h ealth sector should always use existing
Australian Standards.

In the process of driving the development of standards, NEHTA will work with
the governments of Australia to ensure that the standards are linked to
adoption levers such as industry incentives and certification  (where they
exist) .

Education and promotion are also essential, as are tooling and reference
implementations to foster market understanding and more rapid take -up and
deployment of standards  -based approaches. Key opportunities include:

1 Open health tools provide an avenue for accelerating international
collaboration and pooling available funds to build tools that support
NEHTAGs Standards Strategy. Common tooling dr
standards use and adoption ; and

1 IHE provides support for early -adopter software vendors in the
demonstration of standards  -based interoperability and can be used to
ease the pathway for implementers into subsequent certification by an
accredited certification and conformance -testing provider.

35.1 Working with Standards Au stralia

NEHTA has committed to working together with Standards Australia to deliver

specifications which are suited to form the basis for development within the

Standar ds Au s0l4 Hedlth lafdmsatice Gdmmunity, and to

subsequently enable conforman ce testing using the National Association of

Testing Authoritiesod6 accredited testing facilitie
Consensus Statement.
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A close working relationship between NEHTA and the Standards community is
supported by Standards Australia and the De partment of Health and Ageing,
and it is expected that the community will play a key role in the successful
deployment of eHealth systems in 2011/2012 and into the future.

Standards Australia will be working closely and consulting with the IT -014
community to agree on committee capacity to develop and deliver on this

program of work. It is acknowledged that the target publication dates are

subject to review and change after the First Committee Draft has been

reviewed by the relevant IT -014 subcommittee or  working group.

The standards development process has been established in collaboration with
Standards Australia, Chair of IT -014, Chair of HL7 Australia, D epartment of
Health and Ageing and NEHTA . It takes into account the following key
perspectives :

i Standards Australia  Development Process

1 NEHTA Product Development and Delivery Lifecycle
1 eHealth Lead Implementation Site requirements

1 PCEHR requirements and timeframes

The process uses Tiger Teams to jump start the development of specifications
towards publication. This Tiger Team approach has been successfully used by
NEHTA and its stakeholders in the past to tackle problems in a focussed and
output -driven manner. [NEHT A14] .

NEHTA Deliverable:
Sandards Deliverable: 1st Committee
requirements  Tigerteam  NEHTAManaged  draft Deliverable:

proposed formed Foecification (cD) Publication

Committee Review | Publication
Sage Sage

Lessons Learnt / Revision

Sandards Managed
Publication

__

Figure 17 : Standards Development Process

3.5.2 NEHTA Specifications Process

NEHTA produces eHealth specifications for interoperability 16 as the output of
projects that are managed in accordance with th e PRINCE2'" and MSP *®
project and programme management methodologies.

6 NEHTA also produces frameworks, guides and designs, and manages operations of national
eHealth infrastructure.

7 http://www.prince - officialsite.com/

8 http:/imww.msp  -officialsite.com/
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NEHTA employs a Product Development and Delivery Policy describing our
approach to specifying atop  -level product delivery framework, product
controls, accountabilities and responsibilitie s and end -to-end lifecycle
management disciplines.

NEHTA has adapted ITIL *° IT Service Management controls for its product
control approach. ITIL IT Service Management controls are separated into
four main control areas:

1 Product Strategy Controls T concent rates on ensuring that a strategy
is defined, maintained and implemented. It introduces concepts such as
value creation, market definition and solution space. It focuses on
enabling practical decision making and maximising the economic life of
products.

1  Product Design Controls I start by setting clear business, information
and technology requirements, and leads into the development and
delivery of solution design artefacts that meet those defined
requirements and outcomes. Product Design ensures appropriate
harnessing of availability, capacity, continuity and service level
management concepts, and supplier management including warranty

and utility.
1 Product Transition Controls 1 bridge the gap between development
projects, and implementation and operations de livery projects. It

provides clear accountabilities and responsibilities for key processes like
change, configuration and release management.

1  Product Operation Controls T ensure that there are robust end -to-
end practices which support responsive and stable delivery and
continuous improvement.

Within the Architecture and Design discipline, NEHTA applies rigorous

application of industry best practice architecture methodologies (for example
TOGAF? and ATAM ') and requirements management and process modelling
tools ensuring that specifications  have traceability to requirements, are fit for

purpose, are consistent , integrated and interoperable

Within the Architecture and Design discipline, NEHTA applies rigorous

application of industry best practice architecture methodologies (for example
TOGAF? and ATAM ?) and requirements management and process modelling
tools ensuring that specifications  have traceability to requirements, are fit for

purpose, are consistent , integrated and interoperable
Key aspects of the process by which NEHTA develops work products include:

T Use of Reference Groups as endorsed by NEHTAOGS
Forum 2* and focussed workgroups and workshops comprising
representatives of all key stakeholder groups including vendors and
industry representatives who provide input, guidance and endorsement
of work products during their development.

1 Involvement of NEHTA clinical leaders and clinical safety unit at all
stages of development.

1 Involvement of NEHTA eHealth Architecture and Analy st Capability
Practice specialist resources.

http://www.itil - officialsite.com/

20 http://www.opengroup.org/togaf/

2L http://www.sei.cmu.edu/architecture/tools/evaluate/atam.cfm

22 http://www.opengroup.org/togaf/

2 http://www.sei.cmu.edu/architecture/tools/evaluate/atam.cfm

http://  www.nehta.gov.au/about  -us/stakehodlers
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1 Involvement of NEHTA Privacy and Policy, Security and Standards and
Interoperability units.

Engagement of external consultants to contribute specialist knowledge.

Application of NEHTA design,

architecture/interoperability and clinical

safety governance processes to ensure a quality outcome that is fit for
purpose and fit for market.

1 A managed programme of public consultations and communications

before release and following publication. This inc

ludes mechanisms to

manage and control the publication and engage with the public to collect
feedback, as well as controlling necessary changes and notifications.

1 Use of the NEHTA Reference Platform to build reference implementations

and to support integra

integration support to software vendors

agreements.

t

tion of vendor products and provide direct

hrough NEHTAG6s Vendor

NEHTA produces end products which are classified as Frameworks, National

Infrastructure Services and Interoperability Specifications

.Ourend p roducts

are complete, ready to implement and include implementation collateral and
. End products and sub -components parts
must achieve assurance for Clinical Safety, Interoperability and Useability

a support/maintenance strategy

1 Interoperabili ty Specification End Products ¢

that are supplied by: CTI (content), SMI (transpor
(design, code) and CCA (conformance).

1 National Infrastructure Services End Pro

managed with partners (e

d

omprise ficomponent o
t), Architecture

ucts are developed and

.g. Medicare, Accenture, IBM, GS1, etc ., ). The
following conceptual model shows the high level process for National
Infrastructure Services.

National Infrastructure Development — Process Flow
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A typical NEHTA project delivers a number of work products, including:

1  Concept of Operations ;auser -oriented document that describes the
characteristics for a proposed system from the viewpoint of the
individuals and organisation who will use it.

1 Communi ty Model : an architectural model that formally defines the
business context for a particular eHealth solution in terms of
communities, roles and policies that constrain the community
participants.

9  Clinical Scenarios . a scenario uses a series of healthcare activities to
describe the anticipated impact that the introduction of a new eHealth
service will have.

1 Business Requirements and Detailed Information Requirements
these specifications include testable statements of requirements aligning
to both clinical and administrative use cases and scenarios to describe
the solution.

1  Solution Design : this describes the reference architecture. It includes
platform -independent architectural models as well as principles, patterns
and standards that apply to implementatio ns. Design decisions
embodied in the Solution Design are traceable back to the business
requirements.

1 Logical Service Specification . a logical specification for one or more
eHealth services.

1  Structured Content Specification (SCS): defines the logical
info rmation models for the clinical information payloads that will be
transferred by an eHealth service. (previously named Structured
Document Template)

1  Technical Service Specification : an implementable specification that
conforms to the Logical Service Specif ication.
1 CDA Implementation Guide : specifies conformance requirements for

the clinical information payloads that will be transferred as CDA
documents and necessary guidance on the appropriate rendering of the

document.
1 Conformance Test Plan : specifies the relative conformance points,
and compliance test plan for a specification. The plan should be relative
to the maturity of both the specification, and the market implementation
maturity.
Many of these items are ultimately then input to a Standards developme nt

process and, importantly, used in the development of health software
products.

Integration Architecture

Local systems will need to be enhanced to support a range of new functions

and features. How these enhancements will be adopted will vary from

envir onment to environment, and in all likelihood every environment will use

a distinctive approach based on their starting point. However, as illustrated
below, it is anticipated that there will be a number of common models or

patterns of integration, which i mplementers will mix and match to produce

the desired outcome. These include:
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1 Large Enterprise Model i this model typically applies to large complex,
multi -disciplinary, enterprises with an investment in a wide range of
existing systems (for example, a gr oup of hospitals). This model relies
on leveraging an existing enterprise integration gateway (or interface
engine), which ties together a range of clinical and administrative
systems (such as a Patient Administration System (PAS), Laboratory
Information  System (LIS), Radiology Information System (RIS),
Emergency Department Information Systems (EDIS), Outpatient
Systems (OSS), etc), and complementing them with:

o A 6web services gatewayd to enable sec
range of systems external to the ente rprise;

o A 6portald, to provide portal styl e sel
consumers who access the enterprises services externally;

o A 6Clinical Data Repository (CDR)G&6, to
such as discharge summaries, pathology reports, etc. This is
ready (or in preparation) and will be securely shared with
external parties via the web services gateway or portal. This
repository may also perform the function of a State / Territory /
Regional individual electronic health record system and securely
store content on behalf of the local healthcare community;

o A 6Client Directoryd6 (or Master Patien:
demographic and patient identifier information for local patients
of the healthcare provider. This service will map local medical
record numb ers to Individual Healthcare Identifiers (IHIs); and

o A 6Provider Directoryd6, to manage the |
providers within the organisation or providers outside the
organisation that it deals with regularly. This service will map
local provider and  organisation identifiers to Healthcare
Provider Identifiers T Individual (HPI -Is) and Healthcare
Provider Identifiers 7 Organisation (HPI -Os).

1 Messaging Provider Model 1 this model typically applies to
integrating simpler, locally ~ -hosted systems, typicall yfoundin a
general or specialist practice, pharmacy or allied health practice.

This model relies on leveraging the combination of local systems
and secures messaging providers typically in use in these
environments. In this model, there could be two va riants, where:

0 A next generation clinical application natively supports the
range of new capabilities; and

0 The vendor provides an additional module or adapter, which
supports the new capabilities.

In supporting these Models, there are a number of ®layers 6éwhich are
involved in these interactions:

1 Local System 1 These are locally -hosted systems of small to
medium size organisations that cannot support any outward facing
interfaces. They interact with the Messaging Providers, Application
Service Providers, Online Service Providers and National
Infrastructure through a number of ways:

o Thin/web client applications run by Application Service
Providers;

0 Locally installed software, which interacts with the local system,
provided by Messaging Providers;

o Direct con nection to Online Services and National Infrastructure
through the built in support the vendor has developed inside
the local application;
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1 Application Service Providers i These are service providers for
organisations that cannot or don G want to supportlo  cal
infrastructure. They handle these complex systems by developing
applications/portals, running, maintaining and backing up using
ficloud 0 based technology. They also develop their solution to

interact with other national systems, removing the need for lo cal
systems to have to take on the burden of fikeeping their systems up
to date o.

1 Online Service Providers T These are the large commercial
organisations that provide services such as Pathology, Radiology
and Medications Management that are available for a Il systems to

interact with.
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1  Application Service Provider (ASP) Model I some healthcare providers
and consumers may choose to opt for accessing their systems via an
online ASP. While such a model is not common in healthcare at present,
this model may potentially become popular like it has in other
industries. The reasons for adopting an ASP model are varied, but it is
typically done to either:

0 Lower the up front costs of system ownership by renting the
system v ia software as a service (SAAS) style licensing model;

o Simplify management of desktops, by offering the system via a
thin and/or web based client;

0 Access more scalable and available cloud service style
infrastructure; or

0 Support a more mobile workforce via mobile clients.

The ASP in this case will host a range of clinical system offerings via an
application server. For legal reasons, it is preferable for the ASP to be hosted
within Australia to ensure that it is subject to Australian law.

National EHealth Security and Access Framework
(NESAF)

Increasing investment in EHealth in Australia will result in larger quantities of
information being transferred, and increasing volumes of information being
exchanged in novel ways to support emerging clinical models. Increasing
exposure of personal healthcare information to a larger number of individuals,
organisations and the internet means that proactive information security
approaches are essential in the national EHealth environment.

Healthcare information has gr eatest value when it is accurate, up to date and

is accessible where and when it is needed. Without effective security,

information assets may become unreliable and untrustworthy, may not be

accessible where or when needed, or may be compromised by unautho rised
third parties. All organisations, and those who supply or make use of Ehealth
information, therefore have an obligation to ensure that there is adequate
provision for the security management of the information resources that they
own, control or use.

The mission of the National EHealth Security and Access Framework (NESAF)
is to:

1  Ensure that access to consumer health information is consistently
controlled and monitored as it transitions through independent
organisations, business processes and syste ms in the Australian health
sector.

1  Ensure that the provenance of all electronic health information is
traceable from its creation at a verifiable trusted source through its
transition and possible augmentation on route to its destination/s.

To achieve t his vision, NESAF supports organisations engaged in national
Ehealth to adopt a consistent approach to and application of health

information security standards, and provides better practice guidance in
relationto Ehealth specific security and access pract ices. Some of the key
benefits of a National = Ehealth Security and Access Framework for use in the
Australian Ehealth environment include:

1 Promotion of a consistent, risk -based approach to  Ehealth security and
access
1 Consistent interpretation of relevant s tandards for application in the

Australian Ehealth environment
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1  Provision of an holistic view of security and access requirements within
an organisation that includes controls that are implemented at a
business, healthcare, information technology and Ehealt h specific level,
with a greater focus and detailed guidance provided in relation to
Ehealth specific controls

1 Contemporary better practice guidance on specific Ehealth security and
access practices

1 A document suite that provides different views on the fr amework for
different audiences 1 business, clinical, technical and consumer

It is expected that broad application of NESAF within healthcare organisations

will contribute to engendering trust within the national Ehealth system, thus
increasing adoption a  nd uptake of these systems and maximising the

expected benefits from these investments.

The framework model identifies eleven key security and access areas relating
to E health. The model is based on Australian Standards for information
security management, and information security management in health (AS
ISO 27002 and AS ISO 27799), and is tailored to address the specific health
information security and access requirements in the Australian E health
environment.

The core framework includes:

1 Asetof princip les that are intended to guide the design and
implementation of secure Ehealth systems

1 Theframework model thatidentifies key security and access control
areas, control objectives and controls

1 Arisk -based approach to support implementation of the frame work

Gap analysis and risk assessment tools that organisations can use
to assess their level of risk against and compliance with each of
the security and access control areas within the framework model

1 Atoolkit that provides a comprehensive library of inf ormation relevant
to specific Ehealth processes (eg authenticate healthcare professional)
and security and access functions (eg authentication). Key components
of the toolkit include:

Ehealth process patterns that assist businesses to identify core
security and access functions in the context of their business

a reference library of process patterns and security and access
functions

Service descriptions that include relevant standards, controls, better
practi ce examples, compliance, services, policy and issues
associated with each security and access function

Standards mapping which identifies a suite of standards and
relevant documents that relate to security and access in Ehealth in
Australia.

3.7.1 NESAF Goals a nd Principles

The NESAF goals and principles are intended to guide the application of the
framework in the design and implementation of secure Ehealth systems to
manage and protect healthcare information.
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Goals and Principles
Confidentiality Awailability Integrity
f: Patient Control } { Patient Access } ||: Accountability j
|: Anrthorised access ] { Provider Expectations :| [ ‘Serure information systems :]
{: Organdsathonal commitment jl

Figure 20 : NESAF Goals and Principles

Confidentiality, availability and integrity of healthcare information are the
goals of information security. Specifically:

Confidentiality refers to ensuring that information is only accessible
and available to those authorised to have acce Ss

Availability ensures that information is accessible to authorised
individuals when and where it is required and contributes to patient
safety where treatment is often time - critical

Integrity refers to being able to store, use, transfer and retrieve

info rmation with confidence that the information has not been tampered

with or altered other than through authorised transactions. Information
integrity also contributes to the maintenance of confidentiality through

the protection of access control data, audit trails and other system data
that enable the identification of breaches in confidentiality.

The following NESAF principles support these goals:

Patient Control: Patients have control over their health information.

They are able to express their wishes (wh ich may change over time) as
to who can access their healthcare information, and how their

healthcare information is used. To exercise this control, patients must

be aware of the choices available, and have the right to professional

advice concerning the ¢ onsequences and impacts of choices relating to
control of their health information.

Authorised access: Any individual collecting, accessing, using or
disclosing personal health information must have an authenticated right

and authorised reason for those ac tivities. Persons accessing healthcare
information must respect the confidential nature of that information.

Patient Access: Patients have the right to obtain access to their health
information. This includes the right to access information concerning
when and by whom their health information has been collected,
accessed, used and disclosed by others.

Provider expectations: Healthcare providers expect to have available
and be able to rely on healthcare information as the basis of providing
high quality heal th care.

Accountability: All access to personal health information must be
accounted for through audit and audit review procedures.

Secure information systems: Security requirements for information
systems that support the health service delivery should be identified and
implemented as part of their design or development to ensure that

security is an integral part of those systems.

Organisational commitment: Organisations must provide
commitment and support to healthcare information security and access
wit hin the organisation and ensure that statutory, regulatory and
contractual security requirements are met.
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3.7.2 Risk -based approach

The NESAF Framework sets out a risk -based approach and process to assist
businesses/organisations to analyse their risk in relatio n to participation in the
Australian Ehealth environment and identify appropriate security and access
controls. The process assists businesses to identify appropriate methods T
that may include policies, practices, procedures or software and other

technica | solutions 1 for protecting healthcare information within their

organisation, and the information that they may access and share with other

healthcare organisations in the national Ehealth environment.
The application of the framework can be scaled to di fferent organisational
sizes and types and the nature of their interaction with national Ehealth

systems. The amount of effort and investment in information security depends

on the size of the organisation and the perceived value of its information

assets. The value of the information assets and threats and risk associated

with an organisation & assets need to be assessed in the context of

participation within the national Ehealth system. The manner in which a
business/organisation interacts with Ehealth systems will influence the options
and potential actions a business/organisation may take to align with NESAF
principles and controls.

The national Ehealth environment comprises a range of organisations and
services that will have differing levels of intera ction with Ehealth systems:

1 National Infrastructure I organisations that deliver core elements of
national Ehealth system infrastructure, for example the core services
required to support the Personally Controlled Electronic Health Record
(PCEHR) such as the participation and authorisation service.

1 Hosts 1 businesses/organisations that operate and maintain repositori es
of clinical documents such as Medicare -operated repositories holding
Medicare history, PBS history, organ donor information, childhood
immunisation information, diagnostic service repositories holding
Pathology Result Reports and Diagnostic Imaging repo rts, and regional
or State/Territory operated repositories.

1 Connected users T businesses that contribute and receive information
to and from healthcare records/repositories/systems external to their
organisation 1 e.g. hospitals, general practices, commun ity health,
medical specialists.

[ MESAF Rz - Process Flow ]

Establish . Select and . ‘
management Idf:';“ﬁ'i%"d Assass Risks - Enforce R Mu:t:r‘d.rt
commitrment b Controls o

Figure 21 :NESAF implementation process
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Information Architecture

The current healthcare system operates in a mixed mode of using paper

based and electronic based systems for collecting and sharing health
information. In order to facilitate interoperability across the health sector,

NEHTA will work with stakeholders to develop an agreed set of specifications

and standards to facilitate the effective sharing of health information. The

inform ation assets blueprint  ?*> describes these specifications and standards for
sharing information across Ehealth and provides an overview of the key
information components and their relationships covering areas including:

1 Foundation services

1 Foundation specific ations

1 Information sharing services
o Care Management
o0 Medication Management Services
o Diagnostic Services

1 Information sources

The Information Architecture expresses the key building blocks of the
information assets blueprint as conceptual, logical and implementable views,
models, standards and specifications. These key architectural building blocks

will be implemented using services. These services will allow a range of

business functions to be carried out, such as delivery of pathology reports,

finding discharge summaries, etc. These services will support syntactic and
semantic interoperability, thus ensuring a common approach to connectivity,

trust, structuring content, representing clinical concepts and unique

identification.

Through a conceptual, log ical and implementable expression of data in motion
and at rest, the Information Architecture supports solution architecture,

design and build of the services while also informing the other architectural
domains of business, application, integration, infra structure and security.

The Information Architecture answers to three fundamental questions about
information, i.e.:

1 Information Description: What is the actual information needed by
Ehealth and how is it commonly defined? Providing the ability to
commonly define information through providing a means to uniformly
capture its semantic meaning (fAWhat
for purposes of harmonization. For example, describing the
information components bundled in an Event Summary clinical
document, such as name, definition, data type and other constraints.

1 Information Sharing: How is this information shared and exchanged
across Ehealth ? Capturing Provision of common services to enable
information to be accesse  d and exchanged defining what services
exchange what information from where. For example, who are the
Supplier Entities of a Discharge Summary clinical document and who
are the Consumer Entities or Roles and what information is shared
through this exchang e? What repositories supply these documents?
What services are available to share or access this information?

1 Information Context: What is the context and constraints in which
this information is shared? Including definition of communities of
interest a nd their views such as clinical safety, taxonomies, standards
and specifications. For example, what are standards and specifications
used in the context of a particular clinical document exchange?

% From NEHTA Information Assets Blueprint v1.0 2009 -04-29
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3.8.1

3.8.2

Foundation Services

Foundation Services ?° include master da ta management using IHIs, HPIs and
unique identifiers for Clinical documents and their information sources in order
to navigate indexes of content:

The Indexing Service is responsible for maintaining an index of the content
available within information sha ring services and information sources for each
individual. Each individual will have an index entry which, for each indexed
structured document (identified by a document location), will capture a

searchable set of metadata.

In order to safely share and ma nage access to information, foundational
capabilities for access controls provide authentication and authorization

services which will be used to authenticate identities (NASH) and to maintain

an access control preferences for each individual (Authorizatio n Service).

The Template Service provides a metadata service or data dictionary, which
provides definitional information about the structure and semantics of
different types of records thereby ensuring that the structure and content of
clinical document ma  tches against the template describing its content
structure and data.

Foundation Specifications

Service Components

All services, including foundation services, information sharing services and
information sources are required to be implemented as services , which will
allow a range of business functions to be carried out, such as delivery of

pathology reports, finding discharge summaries, etc.

A special kind of service is a repository. A repository is a service which is able
to store and serve a range of in formation, including (but potentially not
limited to) structured documents, images, etc.

Structured Documents

The key unit of information sharing is the structured document . A structured
document, like a paper document seen in most paper based medical r ecords,
has a header which has the purpose of providing event context information,
such as who the subject of the document is and other participants in the
event, when the event occurred, where it occurred, etc and document control
information, such as the document types, document identifier, document

status, previous version , special rules for handling sensitive information. The
header also includes who  attested the document (and potentially the digital
signature).

The body of the structured document consi sts of a series of section headings,
data groups (stand alone pieces of clinical information, such as a medications

list or a blood pressure result) and the set of data elements  which provide the
actual content. A data element can either be a cluster data (whichis a
collection of structured data items T such as atable, a list of values, a time
series, a set of name value pairs, etc) or the atomized item itself (e.g. a
medication name. systolic blood pressure reading, etc).

The structured document itself may also reference a series of other
documents which have been attached to the document.

% See Section 4.0 for details
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Data Types

All fields within structured documents will be typed to ensure their safe

interpretation. Fields can be one of a series of t ypes, including: free  text ,
coded text (using SNOMED CT coded data), date/time data (e.g. dates, times,
date/time, range, time series, etc), guantity (e.g. measurements, ratios, etc),
encapsulated data  (e.g. documents, images, multimedia, etc), unique

iden tifiers (e.g. IHIs, HPIs, etc) and links (e.g. links within a structured

document or links to external items, such as images). There is capacity for
additional types to be supported if needed.

Clinical Terminologies

The clinical terminology information a ssets are defined through the adoption

of the SNOMED CT terminology. Components of the terminology define
concepts and their related  descriptions and relationships . A description can
either be a fully specified term, a synonym ora preferred term. Each one of

these are qualified in the Australian context to identify the specific Australian
products (for example, as identified by the PBS or the National Product

Catalogue) and their underlying substances in use in Australia (for example,
as identified by the  TGA).

To facilitate adoption a series of Australian Reference Sets , will be developed
to provide sets of terms to be used in foundational specifications and within

systems. These reference sets include sets for: Australian Medicines
Terminology (AMT), Al lergies, Dosage, Pathology, Procedures and Diagnosis.
Furthermore, components of the SNOMED CT terminology will be mapped a

range of existing Non-SNOMED CT terminologies in use in Australia, including
ICD 10 AM, LOINC and ICPC 2+.

Preferred Design Paradi gm

The preferred design paradigm for information assets consists of a
combination of two paradigms working together: Services and Structured
Documents.

Provision of functional interfaces to support behaviors such as receiving

reports, responding to queries , hotifications of updates, etc is achieved

primarily through a  Services paradigm. The preference for services exists
because services facilitate better interoperability through the use of more

explicit interface contracts. The service itself once invoke d carries a payload
which can be one or more structured documents (e.g. a discharge summary),
structured information (e.g. query results) or legacy messages (e.g. a HL7 v2
message). While the use of services is the preferred paradigm, they are not
necessa rily used for every situation, for example some applications such as
telemedicine are best handled through a streaming approach.

As mentioned above, the preferred payload paradigm for services is a
structured document . The preference for structured documents exists because
most of the important information artifacts that are important to the delivery
of safe healthcare are documents (e.g. prescriptions, referrals, pathology
reports, discharge summaries, etc) and by supporting structured documents
the mapping onto existing clinical work flows will be simpler. Furthermore,
structured documents provide better guarantees about rendering/printing and
they are more amenable to supporting medical record management practices
around versioning, attestation, ar chival, etc. While the use of structured
documents is the preferred paradigm, again they do not solve everything.
This is why payloads can also be messages or structured information.
Message payloads are typically reserved more for backwards compatibility
purposes (e.g. with existing HL7 v2 Australian Standards) and structured
information is reserved for information that does not fit the structured
document paradigm.
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Figure 22 : Information Assets Bluepri nt
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